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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

EXECUTIVE SUMMARY

U.S. Governmermolicyis that all classified information must be appropriately safeguarded to assure the
confidentialityand integrityof that information, as well ats availability when required by contract. This
DefenseCounterintelligence and Security Age(l0@SA Assessment and Authorization Process Manual
(DAAPM) is intended for use by cleared contractors participating in tlenaldndustrial Security

Program (NISP).

Federal agencies, to include the Department of Defense (DoD), Special Access Program (SAP), and
IntelligenceCommunities, are adopting common guidelines to streamline and build reciprocity into the
Assessment anduthorization(A&A)process, formerly known as Certification and Accreditation (C&A).
The DAAPM transitions tIECSAC&A processes to the Risk Management Framework (RMF) made
applicable to cleared contractors by DoD 5228/ Zhange MNational Industrial Security Program
Operating Manual (NISPON$sued on May 18, 2016. The DAAPM implements RMF processes and
guidelines fromhe following publicationsNational Institute of Standards and Technology (NIST) Special
Publication (SP) 8€&¥, Revisior2, Risk Management Framewddk Information Systemand

Organizationg, A System Life Cycle Approach for Security and PNN&GYSP 8&&B, Version 4Security

and Privacyontrols for Federal Information Systems and Organizalt®$ SP08-53A, Revision 4,
Assessing Securdnd Privacontrols in Federal Information Systemg Organizatiorthe Committee

on National Security Systems Instruc{iGNSBNo. 1253 Security Categorization and Control Selection
for National Security Systespand Committee on National Security Systems Directive (CNSSD) 504
Directive on Protecting National Security Systems From Insider. Thee®®AAPM also incorporates
Insider Threat minimum requirements defined in the NISPOM, which are consistent with the
requirements of Executive Order 1358Tructural Reforms to Improve the Security of Classified Networks
and the Responsible Sharing of Classified Informatidrthe Presidential Memorandumdational

Insider Threat Policy and Minimum Standards for Exeddranch Threat Progran@hanges to these

core documents will be incorporated through the Change Management Process outlined inZeifction
this manual.

This process manual is not intended to be relied upon or construed to create any right or benefit,
substantive or procedural, enforcealliglaw against the United States, its agencies, officers or
employees. The Federal Government reserves the egbihas the obligatiorto impose any security
method, safeguard, or restriction it believes necessaimystare andrerify unauthorized access to
classified information is effectivalgniedand that performance of classified contracts is not adversely
affected.

This DAAPM supersedes all previous versions of the DAARNMfiaadf the Designated Approving
Authority ODAAProcess Manuals.
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DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

1 INTRODUCTION
1.1 BACKGROUND

Federal gencies have adopted tlidational Institute of Standards and Technology (NREK)

Management Framework (RM&§ a common set of guidelines for the Assessment and Authorization
(A&A)of Information Systems (I9he Defense Counterintelligence and Security Agency (DCSA) adopted
these standardsiian effort to streamline and buildaiprocityacross all federalgenciesand to ensurall
cleared contractor systems that process classified informasqrart of the National Industrial Security
Program (NISRYye authorized under the RMR.AprocessThe RMF focuses on a more holistid a

strategic process for the risk management of systems, and on processes and procedures designed to
develop trust across the Federal Government. Implementation of the RMF provides organizations with a
disciplined, structured, flexible, and repeatable psscfor managing risk related to the operation and use
of IS.

To enable information sharing within the Federal Government, NIST has a statutory responsibility to
develop minimum requirements for the secure operation of systems processing classifiedtiofgrta

include &Aprocessess / { policies and procedures comply with these standards and align with the
CSRSNIf D2@SNYyYSydGQa FLIINRIFOK (2 &adeaidiSy aSOdz2NRide
classified contracts under the NISP.

1.2 APPLICABILITY ANDOREROCITY

Cleared contractors processing classified information under the cognizadDCSAfill followthe

guidance contained within this manual to complete the RMF process and obtain system authorization.
DCSAvill assess and authorize Special Access Program (SAP) systems in accordandeoliftoithte
SARAmplementation Guide (JSIB&vision dlocated on th&©CSAVebpagewhen directed by

contractual requiremats. If contractual guidance is not provid&CSAwill apply the DAAPNhdustry

must coordinatea SAPsecurity plarsubmission with their assignémformation SystenSecurity

Professional (ISSPpw calledSSP/Security Control Assessor (8a#der theRMF.

Reciprocity, as defined @ommittee on National Security &yss Instruction (CNSSI) MO09, is a

Gadzidzl £ FANBSYSYyd FY2y3 LI NIAOALI GAy3 Sy iadSNLINRAES
to reuse IS resources and/or to accepteaclbatid | 3a4S&daSR aSOdzNA (& LI aiddzN
AYTF2NXYIFOGA2ydé ¢KAA R2Sa y20 AYLXe ofAyR FOOSLII Y
subject system will be provided to the other participants who have a vested interest in establishing a

mutual agreement. The receiving party will review the assessment evidence to determine the security
posture of the system and identify items that may require negotiations. Only security controls or test

items that were initially omitted are subject to evaloattesting to assure the system meets all

requirements for a successful reciprocal agreement.

1.3 REFERENCES

a
B
O

In addition to this process manual, key documents supporting the assessment and authorization of
classified systems undBICSA&ognizance include:
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1 DoD5220.22M, National Industrial Security Program Operating Ma(MNePOM)Incorporating
Change 2

| National Instite of Standards and Technolodit$) Special Publications (SP):
o0 NIST SP 86D, Reisionl, Guide for Conducting Risk Assessments

o NIST SB00-37, Reision2, Risk Management Framework foformation Systemasnd
Organizationg, A System Life Cycle Approach for Security and Privacy

o NIST SP 8&89, Managing Information Security Risk: Organization, Mission, and Information
System View

o NIST SP0®-53, Reision4, Security and Privacy Controls for Federal Information Systems and
Organizations

o NIST SP 8&8BA, Reigion4, Assessing Security and Privacy Controls in Federal Information
Systems and OrganizationBuilding Effective Security Assessment Plans

1 Committee on National Security Systems InstructtiS$1.253,Security Categorization and
Control Selection for National Security Systems

1 Committee on National Security Systems Dire¢@SS504,Directive on Protecting National
Security Systenfieom Insider Threat

Additional references pertaining to this document can be found in AppaAdix

2 CHANGE MANAGEMENTCRRESS

The DAAPM is a living document to be updatezhhually with each proposed chanigeceiving

individual consideration as to its implementation guidance and timeline® TEMNISP Authorization
Office (NAO) has overall responsibility for content management of the DAREVer, this is
accomplished through a change management procesdving the NISP Information Systems
Authorization (NISA) Working Gradmgether, thdDCSANAO and NISA Working Group r&ferred to as
the Confjuration Management Team (CMThanges to the DAAPM must be aligned to, and consistent
with, the NIST an@NSS processes for the security of systems processing classified information.

¢CKS /a¢Qa LlzN1J32asS Aa G2 S@ltda dS LINRPLIR2AaSR OKIFy3aSa
develop implementation and transition guidance for NISP cleared contractors@8drognizance.

CMT members are responsible for collecting, prioritizing, and determining the priority of proposed

changes from their respective communities. Topics for consideration include, but are not limited to:

security control requirements, implemiation, testing, and validatioas well agssessment and

authorization processes.

The CMT conducts quarterly review boards to introduce new items for consideration, review previously
identified proposals, and make final adjudication decisions on prdmbsggesCMT members may

request adhoc meetings as required tddress high priority issuasd items recognized by all parties as
administrative in nature. The NAO has final approval authority for all changes to the DAAPM.
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e

Understanding that the DAARBa living document, the final security related requirements for each
system are those identified in tlaeithorized security plaCSAersonnel use theecurity plan to
evaluate the system requirements during syst&&Aefforts and Security VulnerabjliAssessments
(SVAs). Figure 1 shows the flow of changes into the DAAPM.

U
Generate | . Evaluate | - Authorize | ‘ Implement
4 A 4 A ( A
AUsers ACMT Reps evaluate ACMT assesses ANAO
Submit for initial and makes final Incorporates
change acceptance. determiniation into DAAPM.
requests to ACMT Rep submits
(| CMT Reps. (| to CMT Brd for Y L
review.
. J \_ Y, N\ J

Figurel DAAPM Change Management Flow

3 ROLES AND RESPONSTHES

The roles and responsibilities of the personnel involved with the RMF are summarized in the paragraphs
below.

3.1 AUTHORIZING OFFICIAL jAO

The AO is the senior official or executive with the authority to formally assume responsibility for
operating a system at an acceptable level of risk to organizational operations (including mission,
functions, image, or reputationjrganizational assets, individuals, other organizations, and national
security. Responsibilities of the AO include, but are not limited to:

a. Ensuring each system is properly assessed and authorized based on its environment of operation,
security impact levs, and required security controls.

b.  Evaluating threats and vulnerabilities to systems to ascertain the need for additional safeguards.
c. Issuing security authorization decisions.

d.  Verifying records are maintained for all system authorizations u@purview

e.  Confirming system security is an element of the life cycle process.

f. Ensuring guidance and support related to the sesystem operatioms provided to cleared
contractor personnel as necessary.

g. Coordinating cyber incident responses related to classist&ms.
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h.  Reviewing and approving Interconnection Security Agreement (ISA)/Memorandum of
Understanding or Agreements (MOU/A) associated with systems processing classified
information.

3.2 SECURITY CONTROLESS®R (SCA)

The SCA is an ISSP appointed by th@ AOlt O 2y GKSANJI 6SKI{fF Ay (GKS 2@SN
systems processing classified information. Responsibilities of the SCA include, but are not limited to:

a. Conducting a comprehensive assessment of the management, operational, and techniitgl secur
controls employed within or inherited by a systems to determine the overall effectiveness of the
controls.

b.  Reviewing Risk Assessment REpifRAR) and providing feedback to the Information System
Security Manager (ISSM) regarding¢hmpleteness dthe risk assessment and appropriateness
of planned safeguards.

c.  Assessing the severity of any weaknesses or deficiencies discovered in the system and its
environment of operation and recommending corrective actions to address identified
vulnerabilities.

d. Providing advice and assistance, as needed.

e. Evaluating threats and vulnerabilities to systems to ascertain the need for additional safeguards.

f. Ensuring security assessments are completed for each system.

g. Preparing the final Security Assessment Report (#ARh contains the results and
vulnerabilities at the conclusion of each security assessment.

h.  Reviewing Plans of Action and Milestones (P@A& ensure weaknesses are identified,
effective/acceptable mitigation strategies are planned, and timelines aeptable and on track.

i. Providing riskbased recommendations to the AO.

J- Assessing proposed changes to systems, their environment of operation, and mission needs that
could affect system authorization.

3.3 COMMON CONTROL PRODER (CCP)

A CCP is an individualogp, or organization responsible for the development, implementation,
assessment, and monitoring of common controls (e.g., security controls iniBrisgdtems)The CCP
may be an entity in the organization other than the assigned ISO/ISSM for a $ggteraintains these
controls under a larger umbrellResponsibilities of the CCP include, but are not limited to:

a. Documenting the common controls.

b.  Ensuring assessments of common controls are carried out as required.
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C. Documenting assessment vulnerabilities.

d.  Providing system security documentation associated with common controls to the ISSMs
inheriting those controls.

3.4 INFORMATION OWNER]lI

AnInformation OwnerlQ) is an organizational official with statutory, management, or operational
authority for specific information. The IO position is occupied by a government employee with capital
investment authority. A single system may contain information from multipl&#&3ponsibilities of the

IO include, but are not limited to:

a. Establishing the policies and procedures governing generation, collection, processing,
dissemination, and disposal of classified information.

b.  Establishing the rules for appropriate use and pridacof the subject information (e.g., DD
Form 254 Department of Defense Contract Security Classification Specifieatib8ecuty
Classification Guide (SC&)j)iretainingthat responsibility even when the information is shared
with, or provided tg other organizations in information sharing environments.

c. tNPOARAY3I aSyairidrgdride 2F AYyF2NNIGA2Y dzy RSNJ G KS
d. Retaining risk assumption responsibilities for their organization.
e. Providing Confidentiality, Integrity, and Availability-AT Securitympact Levels associated with
GKS LhQa RIF{F gKSyYy 02y i NIDCSAteline dNBdpruariNGSrafised/ 1 & RA
based on RAR.

f. Providing concurrence when the categorization deviates frorb@®Aaseline of Moderate
LowLow (ML-L).

g. Provihy3 dzyAljdzS NBI|jdZANBYSyda FT2N) YFylF3aAy3a GKS Lh
contamination to other systems/mediandunique audit requirements, etc.).

h.  Providing handlingequirements.

3.5 INFORMATION SYSTEM/RER (ISO)

The ISO (e.gJearedContractor Program Manager) is primarily responsible for managing system
development, operations, and maintenance at the program level. The ISO oversees the overall
procurement, development, integration, modificationgagtion, and maintenance of a system
Responsibilities of the 1SO include:

a. Ensuring the planning and execution of all RMF activities are aligned, integrated with, and
supportive of the system acquisition process.

b.  Establishing data ownership and responsibilities for each system.
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3.6

Verifying program specific requirements (e.g., accountability, access, andspedialg) are
enforced.

Assisting the ISSM with performing risk assessments and documenting results in a RAR and
keeping the risk assessment current throughout the acqpnditevelopment portion of the
system life cycle.

Providing the ISSM with updates to the R®Wincluding identifying correction actions,
determining resources required, documenting milestone completion dates, and addressing any
residual findings.

Overseeig the development, maintenance, and tracking ofdystemsecurity plan

Ensuring the system is deployed amerated according to the agreeghon security
requirements.

Appointing systerasersand determining access rights.
Planning and budgeting for agigate onsite information security resources.

Enforcing training requirements for individuals participating in the RMF.

INFORMATION SYSTERCERITY MANAGER KI$S

The cleared contractor will appojnih writing,an employee as the 1SSytimeclassified pocessing

involves information systemghe ISSM must be a U.S. citizen. The ISSM is primarily responsible for
maintaining the overall security posture of the systems within their organizatiors arwbuntable for

the implementation of the RMF. The ISSM serves as the principal advisor on all matters, technical and
otherwise, involving the security of systems under their purview. Each site is required to have an ISSM
capable okffectivelyhandlingday-to-day operations and respoimdyto security instances.

Responsibilities of an ISSM include, but are not limited to:

a.

Developing, maintaining, and overseeing the system security program and policies for their
assigned area of responsibility.

Ensuring comifance with currentyber gcurity policies, concepts, and measures when
designing, procuring, adopting, and develo@Emgw system.

Ensuring the fulfillment of 10 data requirements (e.g., storage, proceAssged Filer&nsfer
(AFT, incident resporss, collection, dissemination, and disposal)

Developing and implementing an effective system security education, training, and awareness
program.

Maintaining a working knowledge of system functions, security policies, technical security
safeguards, andperational security measures.

Possessing sufficient experience, commanding adequate resources, and being organizationally
aligned to ensure prompt support and successful execution of a robust system security program.
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g. Completing training identified in ISS@quired Training Table witfBmonths of appointment.

h.  Monitoring all available resources that provide warnings of system vulnerabilities or ongoing
attacks and reporting them as necessary.

I Developing, documenting, and monitoring compliance with andrtiegoof the cleared
O2y UGN OG2NI FIrOAfAGEQa aeadSY aSOdaNARGE LINPINIY
guidelines for management, operational, and technical controls.

J- Performing risk assessments and documenting results in a RAR and #teepsigassessment
current throughout the acquisition/development portion of the system life cycle.

k.  Developing, maintaining, and updating, in coordination with all system stakeholders, POA&Ms in
order to identify system weaknesses, mitigating actiossueees, and timelines for coatire
actions Entries in the POA&M will be based on vulnerabilities and recommendations identified
during assessments.

Certifying to the AO, in writinthat the requirements and implementation procedures listed
within thesecurity plarare in accordance with the NISPOM, NIST SBRGhd DAAPM

m.  Submittingthe security plarand supportingrtifacts to the ISSP for AO review and consideration.

n. Ensuing all system securifjocumentation is current and accessible to proparthorized
individuals.

0. Implementing security controts protect the systemin coordination with system stakeholders
p. Maintaining the systerim accordance with theecurityplan andAuthorization to Operate (ATO)
g. Ensuring audit records are collected and analyzed in accordanahewsicurityplan

r. Coordinating system authorizations with the ISSP and AO.

S.  Obtainingandmaintaining NISP Enterprise Mission Assurance Support Service (eMASS) access in
order to effectiely manage all security authorizations for systems under their purview.

t. Managing, maintaining, and executing teatinuousmonitoringstrategy.

u.  Conducting periodic assessments of authorized systems and ensuring corrective actions are taken
for all identifed findings and vulnerabilities.

v.  Monitoring system recovery processes to ensure security features and procedures are properly
restored and functioning correctly.

w.  Ensuring configuration management policies and procedures are followed.
X.  Assessing changesaasystem that could affect the authorization.

y.  Verifying enhancements to existing systems provide equal or improved security features and
safeguards.
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z.  Ensuring approved procedures are used for sanitizing and releasing system components and
media.

aa. Ensuring ppper measures are taken when a system incident or vulnerability affecting classified
systems or information is discovered.

bb. Reporting all securitselated incidents.

cc. Ensuring all users have the requisite security clearances, authorizatioveaahth-Know (NTK)

dd. Briefing users on their responsibilities with regard to system security, and verifying that cleared
O2y (NI OG2NJ LISNE2YYy St |INB GNIAYySR 2y (KS &deadasy
before they are allowed to access the system.

ee. |Ifapplicable, designating an Information System Security Officer (ISSO).

ff.  If applicable, overseeing the ISSO under their purview to ensure they follow established system
policies and procedures.

gg. If applicable, ensuring all ISSOs receive the necessary téskciadty training (e.g., operating
system, networkingandsecurity management) to carry out their duties.

hh. / 22NRAYIFGAYy3 6AGK GKS Of SINBR O2y (NI} OG2NRa cCI C
O2y i NI OG2NDRA Ly&aARSNI ¢ BB ensuretinsi@eBtiNgatawdreBessi? NJ h F ¥
FRRNBaaSR 6AlGKAY $ystedn séxtripiogidB O2y G NI Ol 2 NR &

. Ensuring user activity monitoring data is analyzed, stored and protected in accordance with the
ITPSO policies and procedures.

Tablel ISSM Required Training

ISSM Required Training

CDSE Course Name CDSE Course Number
Categorization of the System CS102.16
Selecting Security Controls CS103.16
Implementation of Controls CS104.16
Assessing Security Controls CS105.16
Authorizing Systems CS106.16
Monitoring Security Controls CS107.16
Continuous Monitoring CS200.16
Note: Allcontractually requiredraining and/or technical certifications must be completed wi
specified time requirementsCompletion of trainingyill be evaluated during the SVA.
ISSM Training Linkitps://www.cdse.edu/toolkits/issm/overview.html
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3.7

INFORMATION SYSTERMCERITY OFFICERGISS

An ISSO is an individual responditMensuring the approjate operational security posture is
maintained for aystem The ISS@ill be assigned by the ISSM and appointed in writing.ISSO must
be an U.S. citizen and employed by the cleared contractor or its subcontrab®mtSSO adsishe ISSM
in meeting their duties and responsibilities. Responsibilities of the ISSO,ibciudes not limited to:

a.

n.

Ensuring systems are operated, maintained, and disposed of in accordance with security policies
and procedures asutlined in thesecurty plan.

Verifying the implementation of delegated aspects of the system security program.

Ensuring all proper account management documentation is completed prior to adding
deleting system accounts.

Verifying all system securitypcumentation is currerand accessible to properly authorized
individuals.

Conducting periodic assessments of authorized systems and prakieil85M witltorrective
actions for all identified findings and vulnerabilities.

Ensuring audit records are collected and analyzaddordance wittthe security plan
Reporting all securitselated incidents to the ISSM.

Monitoring system recovery processes to ensure security features and procedures are properly
restored and functioning correctly.

Formally notifying the ISSM of athanges to a system that could affect authorization.
Serving as a member of the Configuration Control B@e®)if designated by the ISSM.

Possessing sufficient experience and technical competence commensurate with the complexity of
the systems.

Compleing the required training identified in the ISSM Required Training Table Gvitluinths
of appointment.

Ensuringuser activity monitoring data is analyzed, stosett protected in accordance with the
ITPSO policies and procedures.

Executing theontinuous monitoringstrategy.

3.8 FACILITY SECURIT¥IOER (FSO)

The cleared contractor will appoint an employee as the FSO. The FSO must be a U.S. citizen and employee
of the cleared contractor. In addition, the FSO must be cleared as part of the facility cléaral{EEL).
The FSO is responsible for supervisirhdarecting security measures necessary for implementing
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applicable NISPOM and related requirements for classified information. They should be fully integrated
into every aspect of the RMF process. Responsibilities of the FSO include, but are noblimited t

a {dzZLILR2NIAY3I L{{a STF2NIa G2 AYLXSYSyd (GKS aeads
areas of responsibility.

b.  Advising all cleared employees of individual responsibility for safeguarding classified information.

c.  Providing security training to eleed employeesas appropriate, according tbhe NISPOM
Chapter 3, through initial briefings, refresher briefings, and debriefings.

d. Developingandmaintaining a Standard Practice Procedures (SPP) document that implements the
applicable requirements of tHeISPOM for the cleared contractor's operations and involvement
with classified information at the cleared contractor's facility.

e. 9yadaNAYy3I AYaARSNI GKNBFG ¢l NBySdaa Aa I RRNSaasSR

f. Coordinatingand onducting peiodic selfinspections related to the activity, information, system,
and conditions of the overall security program, to include the insider threat program.

g WSGASGAY3I YR | LILIN@®ddgehdplan.KS 2NBI yAT F GA2Yy Qa

h.  Coordinating and planning investigatendcleanup procedures when there is a loss,
compromise, or suspected compromise of classified information.

i. Reviewing system audit record findings related to inappropriate or unusual activity.
J- Enforcing physical access authorizations at emtdexit pants to the facility.

k.  Employing a formal sanctions process for individuals failing to comply with established security
policies and procedures.

l. Completing all security training specified in the NISRChidpter 3.

3.9 PRIVILEGED USER

A privileged user is an indlual who is authorized to perform security relevant functions, such as system
control, monitoring, data transfer, administrativefunctions that general users are not authorized to
perform. A privileged user is subordinate to the ISSM or ISSO aitaismelated to system security.
Privileged user accounts perform securélevant functions (e.gauditors, Data Transfer Agents (DTA),
network administrators andsystemadministrators). Responsibilities of privileged sgclude, but are

not limited to:

a. Complying with the system security program requirements as part of their responsibilities for the
protection of systems and classified information.

b.  Complying with all policies and procedures issued by the 10 (e.gro&&duresmedia
protection procedures, SCG, etc.).
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c.  Campleting, at a minimum, annual General User Training and Privileged User Training

d.  Accessing only the specific data, control information, software, hardware, and firmware for which
they are authorized access and hawTd andassumingonly those roles and privileges for
which they are authorized.

e. Utilizing special accesses or permissions to perform only authorized tasks and functions.

f. Usinga separate generalser account to perform routine antbrn-administrative daily tasks

g. Rdraining from using their privileged user accesses to alter, chandestroy information (e.g.,
audit logs, securityelated objectsand directories) without approval from the appropriate legal
authority.

h.  Protecting all privileged authenticators (ergqt, super usergomainadministrator,local
administrator,auditor, etc.) at the highest classification level of the data processed on the
system.

i. Taking necessary precautions to protect tHeAf information encountered while performing
privileged dities.

J- Documenting and reportinip the ISSMill system security configuration changes and detected
or suspected securityelated system problems that might adversely impact system security

3.10 GENERAUSER

A general user is an individual who can receiverrdton from, input information to, or modify
information on a system. A general user does not have access to system controls, monitoring, and/or
administratve functions. Responsibilities of general gseclude, but are not limited to:

a. Complying withlihe system security program requirements as part of their responsibilities for the
protection of systems and classified information.

b.  Complying with all policies and procedures issued by the 10 (e.gro&&duresmedia
protectionprocedures, SCG, etc.).

c. Completing, at a minimum, annuaéneral User Training

d.  Accessing onithe data, system information, software, hardware, and firmware for which they
haveauthorized access ared\NTK andassumingnly those roles and privileges for which they
are authoried.

e. Being accountable for all their actions on a system.

f. Protectingthe system and associated peripherals from unauthorized access.

g. Protecting authentication mechanisms at the highest classification level and most restrictive
classification category forformation to which the mechanisms permit access.
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Being subjected to monitoring of their adivon any classified networkhd results of such
monitoring could be used against them in a criminal, security, or administrative proceeding.

Reporting all actlar suspected security incidents and potential threats and vulnerabilities
involving a system and/or network to the appropriate ISSM/ISSO via secure means.

Ensuring all system media and output products are properly classified, marked, controlled,

stored,transported, and destroyed.

Safeguarding and reportinig the ISSM/ISSiBe receipt of any media received through any
channel for subsequent virus inspection and inclusion into the media control procedures.

Informing the ISSM/ISSO when access to a particular system is no longer required (e.qg.,

completion of project, transfer, retiremenrdy resignation).

4 SECURITY TRAINING

All system users will receivetial and annual General Userihing. System users ggsed to positions
requiring privileged access will also receive Privileged User Training

4.1 PRIVILEGED USER NRAG

Privileged User Trainingll include, but is not limited to, the following:

a.

b.

Completion ofeneral User Training

Rules of behaviapplicable to the privileged user

Privileged users will not use their general user account to perform administrative activities, and

privileged accounts will not be used for general user activities.

¢KS 2NEBFYATFGA2Yy Q& LI dtdedystdn NdlutiBhag© G Ay 3 Ay T2 N

management and roles and responsibilities of various organizational units.

¢KS 2NBFYATFGA2yQa Lk2fA0e NBIFNRAYS3
possible repercussions of misuse or abuse.

I LILINE LINA |

Protection of tke system (e.g., maintenance and backup, care of system media, protection and

retention of audit logsandendpoint security).
Instructions on protecting passwords or other authentication devicegechanisms.

Operating system security features aydtemtechnical safeguard.

Processes for recognizing and reporting potential security vulnerabilities, threats, security

violations, or incidents.

Incident response actions.
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4.2 GENERAL USER TRAMNIN

General User Trainiwgll include, but is not limited to, the folving:
aa ¢KS 2NHIyATlIGA2YyQa LRfAOE FT2NJ LINRGSOGAY3I AYyT2N
b.  Rules of behavior specifying acceptable user actions to include explicit restrictions on the use of
social networking sites, posting information on commercial websites, and sharing agstemt

information.

c. ¢KS 2NHIYyATIIGA2yQa LRftAO& NBIFNRAY I F LILINRLINR | i
Agreement, and the possible repercussions of misuse or abuse.

d. Guidance on protecting the physical area, media, and equipment (e.g.,cdessaalarms, care
of hard drivesand compact disk€Ds)).

e. Instructions on protecting authenticators and operating the applicable system security features
(e.g., setting access control rights to files created by the user).

f. Processes for recognizing amgborting suspected security violations and incidents.
g. Classification and control marking compliance.
h. Incident response actions.

i. Actions requiring Two Person Integrity (TPI).

4.3 DATA TRANSFER AGHNTA) TRAINING

An individual performing data transfers is coamly referred to as a DTA. The [pEKormsa security
relevant function in providing endpoint security during a data transfer. DUigtsbe identified in writing
Training for DTAs will include, but is not limited to the following:

a. Data review and sargtition tools (automated and manual).

b. SCG.

c.  AuthorizedAFTprocedures andile formats.

d.  Authorized media formats and marking requirements.

e. Data transfetogging procedures.

f. Incident handling procedures.
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5 RISK MANAGEMENT FRAMORK

CNSS has developed a common information security framework for the Famlemadment and its
cleared contractorsThiscommon frameworlaimsto improve information security, strengthen risk
management processes, and encourage reciprocity among Fédenales.

The RMF and associated RMF tasks apply tg IE8Ms and CCPs. In addition to suppoststem
authorization, the RMF process supports maintainingitiiea (i s&criridydposture and facilitating senior
leader decisions related to operational riGkP<Execution of the RMmboth internal and exterrahelps
ensure security capabilities provided by the common controls can be inherited by system owners with a
degree of assurance appropriate for their information protection needs. This approachizesdga
importance of security control effectiveness within systems and the infrastructure supporting those
systems

The RMF is a lifgycle based approach. Therefore, ISSMs will need to revisit various tasks over time to
manage their systems and the environment in which those systems operate. Managing information
security related risks for a system is viewed as part of a larger orgamizate risk management activity.
The RMF provides a disciplined and structured approach to mitigating risks in a highly dynamic
environment of operation.

5.1 INTRODUCTION TO TRIEK MANAGEMENT FRAMORK (RMF)

The Joint Task Force (JTF) Transformatioativet\Working Group developed NIST SPBQ®Revision 2,
to replace the traditional C&A process with tegenstep RMF process preparatory step and six main
steps. Figure 2 depicts tisevenstep RMFprocess. The process emphasizes:

a. Building informatin security capabilities into systems processing classified information through
the application of best practicésr managerialoperational, and technical security controls.

b.  Maintaining awareness of the security state of systems on an ongoing basghterdvanced
monitoring processes.

c.  Providing essential information to senior leaders to facilitate decisions regarding the acceptance
of risk to organizational operations and assets, individuals, other organizations, and national
security arising from theperation and use dhe system.

The objectives of the RMF process include:

a. Incorporating cybersecurity early the acquisition and system development life cycle.

b. Implementing a thrediered approach to risk management that addressdsrelatedconcerns
at the enterprise level, the mission and business process level, and the system level.

c. Providing a risk management methdmlgy that gives organizations an accunatture of

vulnerabilities caused by na@ompliant controls as it relates to other risk tast(e.qg. likelihood,
threat, and impact).
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Codifying system authorization reciprocity to enable organizations to accept approvals by other
organizations for interconnection or reuse of Information Technology (IT) without retesting.

Emphasizing informatiogecurity continuous monitoring arnignely correctingdeficiencies,
including activly managingvulnerabilities and incidents.

The RMF steps include:

1.

Prepareto execute the RMF from an organization and system level perspective. Establish a
contextand priority for managing security and privacy risk.

Categorizehe system and the information processed, stored, and transmitted by the system
based on an analysis of the impact due to a loss of confidentiality, intagdtavailability.

Selecian initial set bbaseline security controls for the system based on the security
categorization, tailoringand supplementing the security control baselaeneedegdbased on
an organizational assessment of risk and local conditions.

Implementthe security controls andescribe how the controls are employed within the system
and its environment of operation.

Assessecurity controls using appropriate assessment procedures to determine the extent to
which the controls are implemented correctly, operating as intendedpaottlicing the desired
outcome with respect to meeting the security requirements for the system.

Authorizesystem operation based on a determination of the risk to organizational operations and
assets, individuals, other organizations, and national $gceasulting from the operation of the
system and the decision that the risk is acceptable.

Monitor the system and associated security contaisan ongoing basts includeassessing

control effectiveness, documenting changes to the system or its emértrof operation,

conducting security impact analyses of the associated changes, and reporting the security state of
the system to designated organizational officials.
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’ CATEGORIZE | ‘

MONITOR SELECT
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1 AUTHORIZE IMPLEMENT

k ASSESS ’

Figurel RMF Process

5.2 FUNDAMENTALS OF TR¥F

Managingsystemrelated security risks is a complex, multifaceted undertaking that requires the

involvement of the entire organizatiorfrom senior leaders providing the strategic vision andéopl

goals and objectives for the organizatitmmid-level leaders lanning and managing projects

individuals on the front lines developing, implementing, and operating the systgmarting the
2NBFYATFGA2yQa O2NB YAaaAirzya |yR odzaiySaa LINROSaa
that is fully intgrated into every aspect of the organization. Each step in the RMF has a defined set of
tasksdesignedo achieve specific outcomes. Eaabk contains inputs needed to execute the task and

expected outputs generated from successful task execution.

6 ENTERARE MISSION ASSURANCE SUPPORT SERVICE
(eMASS)

The Enterprise Mission Assurance Support Service (eMAS®yernmenbwned web-based

application with a broad range of services for comprehensive fully integrated cybersecurity management.
Features includdashboard reporting, controls scorecangéasuring andgeneratinga security plan

eMASS provides an integrated suite of authorization capabilities and prevents cyber attacks by
establishing strict process control mechanisongbtainauthorizationdecisions.

Defense Iformation Systems Agency (DISA) maneysS® 4 02 NB TR estallishgdlah A (i & ®
instance of eMASS for Industry. The Industry eM#sE&sce will be referred to dse NISP eMASS

instance DCSASP templates will no longer lbmiitted throughthe Office of the Designated Approving
Authority (ODAABuUsiness Management System (OBMS) when requesting assessment and authorization
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of a classified system. Thecurity plarns built in eMASS and may be exported in numerous forihats
desired by eMASS userAllsecurity plansnust be submitted via the NISP eMASS instance:
https://nisp.emass.apps.mil/

Reference the NISP eMASS Information and Resource Center locate@®oS/Aiéebpage

\ Warning:The NISBMASS instanceNMOT APPROVED the storage o€lassified informatian

6.1 BEMASS WORKFLOW

The NISP eMASS instance supports theAMNprocess. The overarching NISP eMA&&flow is
represented in Figure 3 as a conceptual workflow withrethbeddedeMASS approval chains.

tiate -~
Regssr System 3 Complets > Complete > Manage
System Lgeco,d System Detals Catagoazation Controls
Biasas
A \l N

Complete ‘ Create Conguct
' System Record Package Assessment
v i L !
Iiii i 1SSP ISSP | j"l'eam Lead AO |

Figure3 eMASS Workflow

6.2 BEMASSAPPROVAL CHAIN

An approval chain is a series of users or user groups who must approve content before the deliverable
can be finalized. When the last person in the chain approves the content, the deliverable is complete. The
approval chain replicates the RMF process.

Thecore approval chains in eMASS:

a.  Control Approval Cha{@AC)Primary vehicle through which the system security controls are
approved and validate@-heeMASS privileges are aligned with the system roles. As a standard,
Industry users aressigned to the CACL role. ISSPs are assigned to the GA@le.

b. Package Approval Ch@iPAC)Primary vehicle through which the system is assessed and
authorized.

Figure 4 provides an overview of the NISP eNp@®8valchainsfrom the system recordreation
through the authorization decision. The DAAPM roles are identified across the top
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Figure4 eMASS Approval Chain

Note: The diagram depicts a continuous workflow. However, the CAC ardePgeparate approval
chains.

7 ASSESSMENT AND AURHEATION
IMPLEMENTATION GUINGE

A timely assessment and authorization decision is contingent upon Industry submitting a complete and
accurate security plarDCSAighly recommends submittirggcurity plansinitial orareauthorizationat

least 90 days beforthe needdate. A complete security plan has all the required system details,
supporting artifacts, and security control information (including test results) needed to support
authorization activitiesThis timefame will allow foacompleteplanreview to include the osite
assessment, interaction between the ISSM and ISSEheangportunity toaddress any potential

updates or changes to trsecurity plan If sufficient time is not allotted for a complete sw prior to the
Authorization Termination Date (ATD), Industry must cease processing iftiDiarissued.

This documentlescribsthe RMF efforts using the following content structure:

Step Information

Step Tasks

Step Outputs
Supporting Information
Step References

=A =4 =4 =4 =9

7.1 PREPARE

The Prepare Stefocuses on executing K S 2 NA legsantial attividgeghi@sion and business
procesgs,and system levels to helpe organizatioomanage its security and privacy risks using the RMF.

7.1.1 PREPARE STEP TASKS

The Prepare Step tasks are divided into the following categories:

1 Organization Level
1 System Level
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The Prepare Step Tasks will have an alpha designa@tarpgeceding the task numbdfor example, the
first Preparetask will beTask FL.

7.1.1.1 ORGANIZATIONEVEI ASKS

The organizatiorequesting an authorizatias responsible for the followinigsks:

Task PL: Identifying and assigning individuals to key roles in the execution of the RMF.

Task P2: Establishing a risk management strategy for the organization that includes a determination and
expression of organizational risk tolerance.

Task F8: Completing an organizatievide risk assessment or updating an existingagskssment.

Task Rt Establishing and making available organizatietadlibyed control baselines and/or
cybersecurityframeworkprofiles(optional)

Task P5: Identifying, documenting, and publishing common controls availabidh&itance.

Task F6: Prioritizingorganizational systems with the same impact |gyational)

Task P7: Developing and implementing an organizatidthe strategy for monitoring control
effectiveness.

7.1.1.2 SYSTEM LEVEL TASKS

ThelSSM/ISS@ith assistance from the ISO and Key Management Personne] iidB)onsible for the
following tasks:

Task F8: Identifying business functions and mission/business processes that the system is intended to
support.

Task P: Identifying system stakeholders.

Task P10:Identifying and prioritizing stakeholder assets.

Task P11: Determining authorization boundaries

Reference Authorization BoundarigSection 8.0.

Task PL2: Identifying the types of information processedrexd, and transmitted by the system

The ISSM should use the CNSSI 1253 reference to determine the data type

Task PL3: Identifying and understanding all stages of the information life cycle for each information type
processedstored, or transmitted by the system.
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Task P14: Performing aystem levelisk assessmemir updating an existing risk assessment
The purpose of theisk assessmeiid to informdecision makers and support risk responses by
identifying:

a. Relevanthreats.
b. Vulnerabilitiesboth internal and externalo the organization.

c. Impacsto the organization that may occur given the potential for threats exploiting
vulnerabilities.

d. Likelihood that harm will occur.

Risk assessment outcomes should be reviewveéd SEI YAY S G KS T Godétermiinre®a ( KNB
tailoring controls are requiredhe results are documented in the RARe ISSM will review applicable
SCGs and verifige classification level of RAR results

Task P15: Deining and prioritizing securitgquirements.

Task P16: Determining the placement of the system within the enterprise architecture.

Task PL7: Allocating security requirements to the system and to the environmuerhiich the system
operates.

Task P18: Registering the system in the NISP eMASS instance.
Duringnew system registratigrihe following details will be documented:

a. System Information
b. Authorization Information
c. Roles

Follow instructions in thElISP eMASS Indusbperation Guidand referencghe NISP eMASS
Information and Resource Center located onIESA Webpage

7.1.2 PREPARE STEP SUPRGRINFORMATION
TheeMASS has replac&BMS as the system of recofdhefollowing applies:

a. Allsecurity plangnust be submitted via the NISP eMASS instimteted at:
https://nisp.emass.apps.mil/

b.  Industry must have BCSAponsor and take the DI8MASSrainingto establish &NISRRMASS
account Reference theNISP eMASS Training Access and Procddur@eared Industry

c. Industry eMASS users will be assigned to thecQAGle.

7.1.3 PREPARE STEBTPUTS

The process outputs foné Prepare Step are as follows

1 RMF Role Assignment 9 Business Functions
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1 Risk Management Strategy 9 Mission/Business Processes
1 Statement of Risk Tolerance 9 System Information Type(s)
1 RAR 9 System Stakeholder List
9 List of CCPs 9 Asset List
9 CommonControls Available via Inheritance 9 Documented Authorization Boundary
1 Organizational Continuous Monitoring 9 Security Requirements
Strategy 9 Security Architecture
9 Supported Missions 91 NISP eMASS System Record
1 Documentation of the stages througlhich information passes in the systeoch as:
- Data Flow Diagrams - Database Schemas
- Data Dictionaries - Other Designated Deliverables

7.1.4 PREPARE STRPFERENCESD RESOURCES

This step is directly supported by the following:

REFERENCES
Short Title Description
CNSSI 1253 Security Categorization and Control Selection for National Security System:
NIST SP 868D Guide for Conducting Risk Assessments
NIST SP Se&7 Risk Management Framewddt Information Systems and Organizatiohs
System Life Cycle Approach for Security and Privacy
NIST SP 86ED Managlng_ Information Security Risk: Organization, Mission, and Informatiol
System View
NIST SP 868D Guide fpr Mapping Types of Information and Information Systems to Secur
Categores
RESOURCES
Description Location
DISA eMASS User Guide Clicka | S énltkié eMASS screen
NISP eMAS8dustry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
DCSAVebpage https://www.dcsa.mil/mc/ctp/tools/

7.2 CATEGORIZE

The Categorize Stépcuses on categorizing the system. Security impact levels are defined as Low,
Moderate, or High for each of the three system security objectives: Systems will be categorized
based on the impact due to a loss df&Lof the information or systerfor example, a system may have

a Confidentiality impact level of Moderate, an Integrity impact leMebwfand an Availability impact

level of Low. ThBCSAaseline identifies security control specifications needed to safeguard classified
informationthat is stored, processed, or transmitted and adopts a baselineldf M

When contractual requirements differ from tBeCSAaseline or if concern is raised based on the RAR,
the 10 will provide GA security impact levels to the ISO and IS3M impacwvalues will be documented
in the security plaralong with the research, key decisions, approvals, and supporting ratibhele.
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following paragraphs provide guidance in defining impact levels &ys&dims under the purview of
DCSA

Confidentiality
Theconfidentiality impact level for all NISystems will be Moderater High

a. Moderate Theunauthorized disclosure of any information processed, st@ed transmitted by
the systemcould be expected to have a serious adverse effect on organizatfmrations,
organizational assets, individuals, other organizations, or the national security interests of the
United States.

b.  High Theunauthorized disclosure of any information processed, st@ed transmitted by the
systemcould be expected to havesavere or catastrophidverse effect on organizational
operations, organizational assets, individuals, other organizations, or the national security
interests of the United States.

Integrity
The Integritympact levelill be Low, Moderate, or High.

a. Low Theunauthorized modification or destruction of any information processed, staned
transmitted by thesystemcould be expected to have a limited adverse effect on organizational
operations, organizational assets, individuals, other organizatioti® pational security
interests of the United States.

b.  Moderate Theunauthorized modification or destruction of any information processed, stored
and transmitted by theystemcould be expected to have a serious adverse effect on
organizationabperations, organizational assets, individuals, other organizations, or the national
security interests of the United States.

c.  High Theunauthorized modification or destruction of any information processed, staned
transmitted by thesystemcould be &pected to have aevere or catastrophidverse effect on
organizational operations, organizational assets, individuals, other organizations, or the national
security interests of the United States.

Availability
The Availabilitympact levelill be LowModerate, or High.

a. Low Thedisruption of access tor use ofany information processed, storeghd transmitted by
the systemcould be expected to have a limited adverse effect on organizational operations,
organizational assets, individuals, otheramigations, or the national securityerests of the
United Statesq.g, more than 24 hours)

b. Moderate Thedisruption of access tor use of any information processed, storeghd
transmitted by thesystemcould be expected to have a serious advefgect on organizational
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operations, organizational assets, individuals, other organizations, or the national security
interests of the United Statd€e.g, less than 24 hours)

High Thedisruption of access for use of any information processed, storeghd transmitted

by thesystemcould be expected to havesavere or catastrophi&dverse effect on organizational
operations, organizational assets, individuals, other organizations, or the national security
interests ofthe United States (e.gninutes)

The following provides amplification of terms used in determining impact levels.

1.

Alimited adverse effect mearthat, for example, the loss of confidentialityteigrity, or availability
might:

a. Cause a degradation imission capability to an extent and duration that the organization is
able to perform its primary functions, but the effectiveness of the functions is noticeably
reduced

b.  Resultin minor damage to organizational assets
C. Result in minor financial loss
d. Resut in minor harm to individuals

Aseriousadverse effect mearthat, for example, the loss of confidentialityteigrity, or availability
might:

a. Cause a significant degradation in mission capability to an extent and duration that the
organization is abl® perform its primary functions, but the effectiveness of the functions
is significantly reduced

b. Result in significant damage to organizational asset

c.  Resultin significant financial loss

d. Resultin significant harm to individuals that does not invialss of life or serious life
threatening injuries

A severe or catastrophiadverse effect meanthat, for example, the loss of confidentiality,
integrity, or availability might:

a. Cause a severe degradation in or loss of mission capability to an extesiration that
the organization is not able to perform one or more of its primary functions

b.  Resultin major damage to organizational assets
c.  Result in major financial loss

d. Resultin severe or catastrophic harm to individuals involving loss of life mrsskie
threatening injuries
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7.2.1 CATEGORIZEP TASKS

TheCategorizd 0 SLI ¢ ala oAff KI@S LINYG OSIRWK 1T . REKESANDPE, 1A 2 NId2B
the first Categorizeask will berask €l.

The ISSM/ISS@th assistance from the ISQésponsible for the following tasks:

Task €1: Describing and documenting the characteristics of the system.
The System Description is the result of this task.

TaskG2: Categorizing the system

The system is categorized based on the impact due to a loss of confidentiality (moderate/high), integrity
(low/moderate/high), and availability (low/moderate/high) of #ystem, including theaformation

processed by the system represented by the idetiinformation typesEffective data type

determination, using CNSSI 1253, will aggtht categorizationSecuritycategorization results must be
documented, consistent with the enterprise architectuoseflect the commitment to protecting
organizatimal missions, business functions, and mission/business processes, and represent the
2NBI yAT I GA2yQa NRal YIyl3SySyid adaNr iS3eo

TaskG3: Reviewing security categorization results

The categorization of the data and system must be coordinated with tfi&éQO is the authority for
determiningcategorization and must be involved in the process

Task €: Populating informationot entered during new system registratiand documenting
categorization results in eMASS.

During the CategozStep)ndustry eMASS users widlginbuildingthe security plan.

Follow instructions in thBlISP eMASS Industry Operation Garndereference the NISP eMASS
Information and Resource Center located onIkEANebpage

7.2.2 CATEGORIZE STRPTPUTS

The process outputs for tf@ategorizeéStep are as follows

1 System Description 1 Security Categorization
9 Updated eMASS System Record

7.2.3 CATEGORIZE SHHFERENCEASD RESOURCES

This step is directly supported by the following:

REFERENCES
Short Title Description
CNSSI 1253 Security Categorization and Control Selection for National Security System:
NIST SP 868D Guide for Conducting Risk Assessments
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Risk Management Framewddt Information Systems and Organizatiqi#s

NIST SP 8ty System Life Cycle Approach for Security and Privacy
NIST SP 8CED Managlng_ Information Security Risk: Organization, Mission, and Informatiol
System View
NIST SP 868D Guide fqr Maping Types of Information and Information Systems to Securit
Categories
RESOURCES
Description Location
DISA eMASS User Guide Clickd | S onltkié eMASS screen
NISP eMASS8dustry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
DCSANebpage https://www.dcsa.mil/mc/ctp/tools/
7.3 SELECT

The Select Stdpcuses orselecting, tailoring, and documenting the security controls needed to protect
the system and organization commensurate with risk.

7.3.1 SELECT STEP TASKS

The Select Step Tasks will have phatesignator oft { péeceding the task numbgfor example, the
first Select task will bEask 4.

The ISSM/ISS@th assistance from the ISO is responsible for the following tasks:

TaskS1: Selecting the security controls necessary to protect the system commensurate with risk.

The security control selection is based upon the results of the categoriZdigIDCSAecuritybaseline
identifies security control specifications needed to saded classified information that is stored,
processed, or transmitted’he security baseline is standardized asIMApply GCSAOverlay identified
as applicable.

TaskS2: Tailoring the initial security controls.

Security controldiloring encompassédbke following activities

a. ldentifyinganddesignating common controls in initial baselines.

b. Makingriskbaseddecisions on remaining baseline controls.

c. Selecting compensating controls.

d. Supplementing baselingith additional controls and control enhancem® if applicable.
The security controlésted in the initial baselingre not a minimum, but rather a proposed starting point
from which controls may be removed or added based on tailoring guidance. Document the relevant

decisions made during the tailog process, providing a sourationale for those decision$ailor the
controls as neededailor in controls to supplement the set of selected colstiand tailor out or modify
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the controls as applicable based on the systemagskssmentf a securig control identified in the

baseline set of controls is tailored out, an explanation must be provided in order to describe the rationale
as to why the control does not apply or how it is satisfied by other mitigating féftorsity controls may

also beadded (e.qg., tailored in) as necessatgpending upon the system and/or its environment of
operation.

Task 8: Designating controls agstemspecifi¢ hybrid, or common controls and allocating to the
specific system elements

Control implementation can be characterizedhe followingerms
SysterdSpecifi Security controls specific to a system and the responsibility of the ISO/ISSM.

Commory, Security controls that are inheritable by one or more organizational systemseatygiaally
provided by the organization or the infrastructure

ExamplesPhysical and efronmental security controlsgtwork boundiry defense security controls,
organizatim policies or procedures, etc.

The benefits of common security controls include:
a.  Supporting multiple systems efficiently and effectively as a common capability.

b.  Promoting more cosgffective and consistent security across the organization and simplifying
risk management activities.

c.  Significantly reducing the number of discregéeurity controls that have to be documented and
tested at the system level which in turn eliminates redundancy, gains resource efficiencies, and
promotes reciprocity.

Hybridg Security controls that are implemented in a system in part as a common amdrivl part as a
system specific control. If any of the system components need sggieeific infrastructure protections
in addition to common controls that apply to the system, the controipdeimented as a hybrid control.

Example Emergency power mdpe implemented as a common control for the facih which the
system residedHowever the specific system requires additional availability protection based on the
criticality d the information in the systemesulting in the implementation of a sepaatninterrupted
emergency power source

TaskS4: Developing @ontinuousmonitoringstrategy for the system that reflects security control
effectiveness and the organizational risk management strategy

The implementation of a robust cimuous monitoring sategy allows an organization to understand the
security state of the system over time and maintain the initial security authorization in a highly dynamic
environment of operation with changing threats, vulnerabilities, technologidanésions/business
functions. Ongoing monitoring of the security controls is a critical part of risk management.

Effective monitoring includes, but is not limited to
a. Configuration management and control
b. Security impact analyses on proposed changes
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c. Assessment of selected security controls
d. Security status reporting.

The control selection information will be documented stetermination may le made as tavhether the
planned security implementation is acceptaiolenanage system risks.

Task &%: Documentingsecuritycontrols to include tailoring actions

During the Select Step, Industry eMASS usemspalifitethe security plarin order to reflect the selection
of security controls

Follow instructions in thBlISP eMASS Industry Operation Garndereference the NISP eMASS
Information and Resource Center located onIESAVebpage

7.3.2 SELECT STEP OUTPUTS

The process outputs for thgelectStep are as follows:

1 Security Control Selection 9 UpdatedSystem Details
1 List of Tailored Controls 9 Continuous Monitoring Strategy
9 Overlay Selection

7.3.3 SELECT STEPFERENCASD RESOURCES

This step is directly supported by the following:

REFERENCES
Short Title Description
CNSSI 1253 Security Categorization and Control Selection for National Security Systel

DAAPM; Appendix A Security ControldXCSArganizational Values)

DAAPM; Appendix B DCSADverlays

NIST SP 868D Guide for Conducting Risk Assessments

NIST SP 8V Risk Management Framework for Information SystemgOagdnizationg A
System Life Cycle Approach for Security and Privacy

Managing Information Security Risk: Organization, Mission, and Informat
System View

Security andPrivacy Controls for Federal Information Systems

NIST SP 880

NIST SP 8c&EB o
and Organizations

NIST SP 8GEBA Asses;mg Securmy\q anacﬁ:pntrols in 'Federal Information Systems and
Organizations, Building Effective Security Assessment Plans

NIST SP 8aIB7 Information Secuntj:ongnuous Monitoring (ISCM) for Federal Information
Systems and Organizations

RESOURCES
Description Location
DISA eMASS User Guide Clickd | S onltkié eMASS screen
NISP eMAS8dustry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
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DCSAVebpage https://www.dcsa.mil/mc/ctp/tools/

7.4 IMPLEMENT

The Implement Stefocuses orimplementing the security controls for the system and documenting the
specific details of the control implementation

7.4.1 IMPLEMENT TASKS

The Implement Step Tasks will have @ LIK I R S 384 JNKBI@NR 2yF3 dHoKe&amiple, 3 {1 Y dzY o
the first Implement task will bEask1.

The ISSM/ISSO is responsible for the following tasks:

TasK-1: Implementing the selected security controls.
See the NIST SP 8B and AppendiA for additional informatian

TasK-2: Documenting the security control implementatimd providing dunctional description of the
control implementation

The implementation plan will include any additional information necessasstwilde how thesecurity
capability is achieved such as:

a. Planned inputs
b. Expected Behavior
c. Expected Outputs

Task-B3: Updating the security plan based on information obtained during the implementation of the
security controls.

During tke Implement Step, Industry eMASS users will continue completing the security plan.

If usingan artifact to support the implementation of a control, providefiiowing: artifact name,
description, type, template (if applicable), category (énplementation Guidance, Evidence, and
Other), expiration date, last reviewed date, page number, and artifact owner (if applicable)

Follow instructions in thBlISP eMASS Industry Operation Garndereference the NISP eMASS
Information and Resource Centecated on thedCSA Webpage

7.4.2 IMPLEMENT STEP OUTBU

The process outputs for the Implement Step are as follows:

9 Implementation Plan 9 Supporting Artifacts
1 SystemLevelGontinuousMonitoring (SLCM)
Strategy

Page |28


https://www.dcsa.mil/mc/ctp/tools/

%

§ DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY
e

7.4.3 IMPLEMENT STREFERENCESD RESOURCES

This step is directly supported by the following:

REFERENCES
Short Title Description
CNSSI 1253 Security Categorization and Control Selection for National Security Systel

DAAPM; Appendix A Security Controls C5A0rganizational Values)
DAAPM; Appendix B DCSAOverlays
NIST SP 88D Guide for Conducting Risk Assessments

NIST SP 8c&r Risk Management Framewdtk Information Systems and Organizations

CED .
NIST SP 8cgP System View

Security and Privacy Controls for Federal Information Systems

Managing Informatio®ecurity Risk: Organization, Mission, and Informatio

NIST SP 8c&B I
and Organizations
NIST SP SGEBA Assessing Securiyd Privacyontrols in Federal Information Systems and
Organizations, Building Effective Security Assessment Plans
RESOURCES
Description Location
DISA eMASS User Guide Clickd | S onltkié eMASS screen
NISP eMASS Industry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
DCSANebpage https://www.dcsa.mil/mc/ctp/tools/
7.5 ASSESS

The Assess Stépcuses on assessing the security controls applicable sy#temanddetermining if the

controls selected for implementation are implemented correctly, operating as intended, and producing

the desired outcome.

7.5.1 ASSESS STEP TASKS

The Assess Step TagkA f t  KI @S 'y A LIWINS BSBA AY I BoReSlAmBpI&Fthett Y dzY 6 S|
first Assess task will @@ask AL. The complexity of the Assess Step requires the tasks to be organized as

follows:

1 Part I- Industry(Task#¢1 throughAg8)
1 Partll- ISSRTask#\¢9 throughAgl11)
1 Part lIF Industry(TaskAg12)

7.5.1.1 PART ¢ INDUSTRY

The ISSM/ISSO is responsible for the following tasks:
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TaskA-1: Conducting aelfassessment of the security controls.

The seHassessment process is conducted to ensure the security controls are implemented as
organizationally intended to meet the security requirements for the system.

The ISSM/ISSO will conduct the security corgadtsissessment utilizing the DISA Security Content
Automation Protocol (SCAP) Compliance Checker (SCC) for automated checks and all appropriate
baseline/benchmark Security Technical Implementation Guides (STIGs). Additional automated tools can
be found athe following linkhttps://nvd.nist.gov/scap/validatetbols. If the system cannot be assessed
utilizing the specified scanning tools, Industry must document the justification and process for assessing the
system in thesecurity plan The seHassessment will then be conducted in accordance withléfieed

process

In preparation for the ISSP assessment, the SCAP, STIG Viewer, and applicable STIG and/or SCC content
must be installed on all supported systems. If the system cannot be assessed utilizing the specified
scanning toolghe assessment will be conductedaitcordance with the process detailed in Heeurity

plan

Note: If not contractually mandated, systems are not required to be configured for compliance to STIG
requirements. However, Industry is still required to harden systems in order to apprgpriateige
risk.

Task A2: Conducting remediation actions to address deficiencies identified during assessment.

Task A3: Developing a POA&M for unacceptable risks identified in assessment.

TaskA-4: Reviewing the applicable SCG and verifying classifitatiel of all securitglan artifacts.

If supporting artifacts are deemed classified, contact assigned ISSP for guidance.

TaskA-5: Finalizinghe security plarfor review and authorization considerationeMASS.

In order to provide a complesecurity plarand facilitate the assessment and authorization process, the
following supporting artifacts should be included:

RAR (Appendix C)

POA&Mc A POA&M template is available via MISP eMASS aRiMF Knowledge Service
Continuous Monitoring Strady (will also be addressed in the SLCM section of eMASS)
Interconnection (ISA/MOU/AIf applicable)

RMF SecuritiPlanSubmission an@ertification Statemer(tAppendixD)

ISSM/ISSO Appointment Lett@ppendix)

ISSM Training Records

SponsorshiDepartment of Defense (DD) Form 254, Request for Proposal (RFP), Framework
Agreement)

Configuration Management (Hardware and Softwasey (AppendirandG)
j-  SystemDiagram and/or Network Topology (Appertdix
k. Facility/System Layout

SQ@ 0o a0 o
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Record of Controlledrea/Physical Securitgigned and legibleSS Form 14{Appendix)l
. 1S Access Authorization and Briefing F@xppendix )J
IS Privileged Access Authorizatand Briefing Form (Appendix K
Upgrade/Downgrade ProcedurBecord (Appendiy L
IS Security Skhog (if applicabléAppendix M
Maintenance, Operating System, and Security Software Chan{@&ppamdix )N
Media Protection (AFT/Data Transfer Proceduigspendix @
Contingency Plan (if applicab{@ppendix P
Incident Response Plan (IR&)pendix Q
Saritization Procedures (Appendix S
Mobility System Plan (if applicab{@ppendix T
. SPP (if applicable)

Artifacts Gtandard Operatingr®cedures $OPk policies, etc.) demonstrating proper control
implementation and/or requested by the AO

T L T o 53

X g < e~ 0

Notes: The artifacts above are not an-altlusive listTemplates are available in the DAAPM Appendices
and available for download on tiRECSAVebpage

TheeMASS requires a POA&M han-compliantcontrols If annotating the vulnerability is determined to
be classified as per the SCG, indicate in eMASS that details will be maintaited on

Task £6: Documenting selfissessment results and determining if all aspects of the security controls,
including the Control Correlation Identifiers (CCls), are compliantamopliant, or not
applicable.

During the Assess Step, Industry eMASS users will finalize the security plan

Follow instructions in thBlISRRMASS Industry Operation Guade reference the NISP eMASS
Information and Resource Center located on@&SA Webpage

TaskA-7: Verifying that all information is populated in eMASS.
Industry eMASS usewill ensurehe following is complete:

Required systemedailsare populated.

Implementation Plan anBLCMs completed for all security controls
Risk Assessment is addressed fara@itcompliantsecurity controls.
All Artifacts needed to support auttization activities are added.

Assessment Procedures (APs)/CCls assigned to a seantrity are tested and the test results
appliedfor all security controls

e. POA&M is accurate and addresses@ticompliantcontrols.

e o oo

Task A8: Moving thesecurity plarto the next stage of the CAC for validation
Industry eMASS users will confirm that deeurity plarreflects the actual state of the security controls,
as required, based on the vulnerabilities of the security control assessment, re&sgeasioh
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completion of any remediation actions take@nce the security plan is complete, the security controls
are ready to move to the next stage of the CBEX, 2 role/ISSP)The ISSP will complete the control
validation/assessment. Use the Bulkdessing feature in eMASS to subatiitontrols to the ISSP for
validation.

Follow instructions in thBlISP eMASS Industry Operation Garndereference the NISP eMASS
Information and Resource Center located on@&ESA Webpage

7.5.1.2 PARTI ¢ ISSP

The ISSP is responsible for the following tasks:

TaskA-9: Reviewing the finaecurity plarand supporting artifacts

The initial review will include:

a. Ensuring an adequate system description is provided.

b. Assessingecurity controls based upon implementation resporsabtest results
Implementation responsesid test resultsnust provide sufficient data to describe how the
security control isnplemented andnet.

c. Validating justification for tailoredut controls.

d. Ensuring mitigated security controls have comparable safegualdiadSSM must provide
supporting rationale for how the compensating control delivers an equivalent security capability
and why the related baseline security control could not be employed

e. Validating inherited controls via supporting documentation.
f. Making a ristbased decision regarding compliance conditions.

Any weaknesses and/or deficiencies will be documented in the SARsdEtinity plaris not acceptable
and the documentation is insufficient, the ISSP may recommend a Denial of Authorization to Operate
(DATO).

If the security plaris acceptable and the documentation fully addresses all system security controls and
security configurationgn onsite assessmentill be scheduled. In rare circumstances, arsibe
assessment may be waived.

TaskA-10: Conductinghe on-site assessment.

The onsite assessment will include:

a. Assessing the applicable technical security controls, system catibgumanual and not
reviewed (NR) checks using the mostaxdate applicable DISA compliance scanning tools (e.g.,
SCC, STIGs, and associated benchmarks)

b. Assessing the supporting operational and managerial security controls.
c. Identifying any necessargmediation/mitigation actions for the POA&M.

Any weaknesses and/or deficiencies will be documented in the SAR. Based on the results of the
assessment, thESSP will makersk-basedrecommendation.
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Task Al1: Validating the contrals
The ISSP wilalidate the controls and record the results in eMASS

7.5.1.3 PARTII ¢ INDUSTRY
The ISSM/ISS@th assistance from the 1S©responsible for the following tasks:

TaskA-12: Developing/Updating POA&M based on findings and recommendations from the SAR.
ThelSSM is responsible for updating the POA&M, to include identifying corrective actions, determining
resources required, documenting milestone completion dates, and addressing any residual findings. The
POA&M will identify:

Tasks to be accomplished.

Resourcs required to accomplish the tasks.

Any milestones in meeting the tasks, to include percentage completed.
Scheduled completion dates for the milestones.

® 2 0 T o

Mitigating Actions.

7.5.2 ASSESS STEP OUTPUTS

The process outputs for the Assessment Step are as follows:

1 Assessment of Security Controls 1 ReviewandValidation of Security Controls
9 Remediation Actions 1 POA&M
1 Finalized Security Plan 1 SAR

7.5.3 ASSESS STEP REFHRENND RESOURCES
This step is directly supported by the following:

REFERENCES

Short Title Description
DAAPM; Appendix A Security Controls (L5A0rganizational Values)
DAAPM; Appendix B DCSAOverlays
NIST SP 868D Guide for Conducting Risk Assessments
NIST SP 8&8r Risk Management Framewdtk Information Systems and Organizations
Assessing Securiyd Privacygontrols in Federal Information Systems and

NIST SP 8€EBA Organizations, Building Effective Security Assessment Plans
RESOURCES
Description Location
DISA eMASS User Guide Clicka | S énltkié eMASS screen
NISP eMAS8dustry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
DCSA Webpage https://www.dcsa.mil/mc/ctp/tools/
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7.6 AUTHORIZE

The Authorize Stefocuses on formally authorizing the system for operatiarthorization @cisions are
based on an assessment of #ygplication of the RMF and residual risk to loss/compromise of data.

7.6.1 AUTHORIZE STEP TASKS

The Authorize Step Tasks will have an alpha designatomaiieceding the task numbefor example,
the first Authorizetask will beTask RL. The tasks will be divided into the following parts:

1 PartlcISSP
1 Partlic AO

7.6.1.1 PART ¢ ISSP

The ISSP is responsible for the following tasks:

Task R.: Verifyinghe finalizedsecurity plan

ThelSSP is responsible for verifying gkeurity plans complete andeadyfor final reviewbythe AQ For
systems inheriting common controls for specific security capabilitiesethgity plarfor the common
controls or a reference to such documentation must also be included.

When security controls are prided to an organization by an external provideg.(eghrough contracts
interagency agreementknes of business arrangements, licensing agreements, supply chain
arrangemens, etc.), the ISSP will ensure the information needed by the AO to makdasadkdecision
is included in theystem securitguthorization package.

TaskR2: Submitting thesystem security authorization package the PAC

Once theCAQ; 2role (ISSPhasvalidated all security controis eMASS, the ISSP will initiate the
appropiate workflow and submit thinalized system security authorization packeigehe PAC for
review and approval

TaskR 3: Applying an assessment decision

As a PAC user within eMASS, the ISSP will apply an assessment Heeiss8P wdksess the package

and provide a complete SAR containingdhe S OdzNR i & 1 A S B 2 NI 9theSodedaili A S
system cybersecurity risknd(i K S @& ! 4 a S& @dditoyfally, thel SBMBII recommend arATD to

the AO.When complete, the 1&Swill submit th@ackageo the nextrole in the approval chain

7.6.1.2 PART Kk AO

The AO is responsible for the following tasks

TaskR4: Providing risk responses for determined risks

The AQs responsible for determining whether the identified risks need to be mitigated prior to
authorization The explicit acceptance of risk is the responsibility of the AO.
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Task F5: Issuing an authorization decision for the system and the common contretitéd by the
system after reviewing all of the relevant information, and where appropriate, consulting with
other organizational officials
Theauthorization decision documenbnveys the security authorization désisfrom the AO to the
ISSM, and other organizational officials, as appropriate.

The authorization decision document contains the following information:

a. Authorization decision
b. Terms and conditions for the authorization
c. ATD¢ Processing beyond this daseunauthorized.

Note: ATDcannot be greater than 1095 calendar days (3 yead)s determined by the AO.

TaskR6: Applying an authorization decision
When the package is submitted to the AO role within eMASS, the AO will apply an autholézigion

The following is a list of authorization decisions:

ATO

Authorization to Operataith Conditiond ATGC)
Interim Authorization to Test (IATT)

DATO

Decommissioned

® 2 0 T o

If necessary, the AO can add a residual risk statement as a comment diaah atte AO will have up to
30 days after a package has been authorized to update the authorization information

Warning:An ATO cannot be issued ii@-compliant ecuritycontrol has eHIGHor VERY HIGH
residual risk level

7.6.2 AUTHORIZ STEP SUPPORTINBORMATION

Thepackagés a static snapshot in time once it enters the approval proifeks live system data is
changed while thpackagés being reviewed, thpackagewill not be updatedThe package information
cannot be edited or changed except for the following:

a. AllPOA&M items contained in the package@&2 Y LI S St & 23 SNA (iSeE£0 SR AINIFYR
review process until approved by the AO when an authorization decision is applied.

b. / KFy3Saseibrty (KB HKS LI O1F3IS th! dghelvagstbrya oAttt 05

c.  Theriskassessmensummary contained in the package canupelated during the review
process until it is finalized by the ISSP.
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d. Changes to the Risk Assessment Summary in the package Risk Assefidmaeflected in the
live g/stem.

e. Anassessment and authorization decision applied to the package will logeckftethe live
data.

7.6.3 AUTHORIZE STEP OUT®U

The process outputs for theuthorizationStep are as follows

9 Submission of System Security Authorization f SAR Executive Summary
Package to the PAC
1 Application of Approval Status to Security Pla  Authorization Decision

7.6.4 AUTHORIZE STREFERENCESD RESOURCES

This step is directly supported by the following:

REFERENCES

Short Title Description
DAAPM; Appendix A Security Controls C5A0rganizational Valugs
DAAPM; Appendix B DCSADverlays
NIST SP 868D Guide for Conducting Risk Assessments
NIST SP 8e&r Risk Management Framewdtk Information Systems and Organizations
NIST SP SCg0 Managing. Information Security Risk: Organization, Mission, and Informat
System View
Security and Privacy Controls for Federal Information Systems

NIST SP 8e&B o
and Organizations
NIST SP SEEBA Assessing Securiyd Privacygontrols in Federal Information Systems and
Organizations, Building Effective Security Assessment Plans
NIST SP Sams7 Information Security .Cor.mnuous Monitoring (ISCM) for Federal Informatio
Systems and Organizations
RESOURCES
Description Location
DISA eMASS User Guide Clicka | S onltlié eMASS screen
NISP eMASS Industry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
DCSA Webpage https://www.dcsa.mil/mc/ctp/tools/
7.7 MONITOR

The Monitor Steflocuses omaintaining an ongoing situational awareness about the security posture of
the system and the organizatioh continuous monitoringiitegyis required to determine the set of
deployed security controls continsi® be effective. Continuous monitoring activities support the

concept of near regime risk management through ongoing security assessments and risk analysis, and
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by recording results in system security doeentation. Continuous monitoring requires both automated
and manual processeA continuous monitoringtsategy includes:

a. Maintaining and executing configuration management processes.

b. Determining the security impact of proposed or actual changes to sensgnd its operating
environment.

c.  Assessing selected security controls (including syspamific, hybrid, and commoomtrols)
based on the approved continuous monitoritgtegy.

d.  Ensuring security documentation is updated and maintained based oasthésrof continuous
monitoring activities.

e.  Providing security status reports on the security posture of the system to appropfieiin
accordance with the continuous monitorirtgesegy.

f. Supporting risk management decisions to help maintain omgdioinal risk tolerance at
acceptable levels.

7.7.1 MONITOR STEP TASKS

The Monitor Step Tasks will have an alpha designatoagéreceding the task numbegfor example, the
first Monitor task will beTask ML. The tasks will be divided into the followingtpar

1 Partl ¢ Industry
1 Partli¢ISSP
1 PartllicAO

7.7.1.1 PART ¢ INDUSTRY

The ISSM/ISSO with assistance from the ISO, FSO, and other system stakeholders is responsible for the
following tasks:

TaskM-1: Monitoring all technical, management, and operational security controls employed within and
inherited by systesin accordance with the continuousonitoring srategy.

The frequencyf monitoring is based on the continuous monitoritrgtegy developed by the ISO/ISSM
as part of thesecurity planor provided by theCCP and approved by the AO.

Task M2: Conducting ongoing assessments of control effautis® in accordance with thertinuous
monitoring $rategy:.

TaskM-3: Analyzing and responding appropriately to the output of continuous monitoring activities

This task includes conductirgmediation/mitigation actions based on the results of ongoing monitoring
activities, assessment of risk, and outstanding itentise POA&M.

The ISO and CCP initiate remediation actions on outstanding items listed in the POA&M and findings
produced during the continuous monitoring of security controls. An assessment of risk (either formal or
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informal) informs organizational deioiss with regard to conducting ongoing remediation/mitigation
actions.

TaskM-4: Ensuring the system security documentation is updated and maintained based on the results
of continuous monitoring.

The updatedsecurity plarwill reflectany modifications to security controls based on risk mitigation
activities carried out by the ISSM. Continuous monitoring status reports will reflect additional assessment
activities carried out to determine securdgntrol effectiveness based on modifications to the system
securitydocumentation and deployed controls

Updates to the POA&M will report progress made to outstanding items, address vulnerabilities, and
describe mitigation actions. When updating critisBdrmation in the POA&M, organizations will ensure
the original information needed for oversight, management, and auditing purposes is not modified or
destroyed.

TaskM-5: Reporting results of continuous monitoring activities to the ISSP.

Any anomaliesr issues (e.g., security control deviations, threat environment changes, incidents
impacting system risk level, security relevant changes, etc.) must be reported immediately to the ISSP.

The ISSM is required to maintain a log of continuous monitoringtiastionsite. Continuous monitoring
documentation will be assessed during the SVA and other engagement activities (e.g., Advise & Assist
visits, periodic communications, et@ytions associated with continuous monitoring activities are a
method to meetseltinspection requirements outlined in NISPOM, Chapter 8, SectionTIAKSSM will

be able to demonstrate that all of the weekly, quarterly, and annual activities have taken place as part of
their selfinspection.

All appropriate administrative andaurity relevant documentation will be submittedR€ SAising

eMASS. Security status reporting can be event driven, time driven, or both. The goal is ongoing
communication withDCSAo convey the current security state of the system and its environment of
operation. Security status reports will be appropriately marked, protected, and handled in accordance
with Federal and organizational policies.

Task M6: Implementing alecommissiomplan

Note: Decommissiohas the same contesss the NISTrm, Disposal

A decommission plan addresses the approach used to securely transition the system and system
elementsinto a decommissioned stat&he plan determines approaches, schedules, resources, specific
considerations oflecommissionand the effectiveness and completenesdaxfommissioractions.
Organizations will ensure all security controls addressing removal and decommissioning (e.g., media
sanitization, configuration management, and control) are implemented. Users and appleatiers

hosted on decommissioned systems will be notified as appropriate, and any security control inheritance
relationships will be reviewed and assessed for impact.

A cybersecurity risk assessment for a system undergoing decommissioning should beddadu

identify the level of risk associated with decommigamactivities. The results of the risk assessment
drive decisions on the appropriate actions taken during decommissioning. Those actions include:
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a. Ensuring no classified, sensitive, or privafiyrmation will be exposed during the
decommissioning process.

b. Ensuring control inheritance relationships ardewed and assessed for impdtthe system
dzy RSNH2AYy3 RSO2YYAadaAirz2yAy3ad LINPOARSAE AYyKSNARGSR
implemented elsewhere if they are still required.

c. Ensuringartifacts and supporting documentation are disposed of according to their sensitivity or
classification in accordance with the approved system security authorization package.

In certain cases, a systdlmat is being decommissioned encompasses processes, workflows, logic, or data
that must be migrated to a receiving/target system. For this reason, it is important the system that will be
decommissioned is first adequately migrated in terms of its fundiipraad data. Where a migration to

a receiving/target system is scheduled, each system should have a migration plan developed and
approved by the project manager responsible for the decommissioning, the ISO for the legacy system,
and the AOs for the resptive systems. The migration plan should be established and approvetb prior
conducting migration activities.

When requestinghe decommission of an authorized systdéhg ISSM will initiate a Decommission

Workflow in eMAS&Reference th&lISP eMASS IntlysOperation Guide All storage media and

memory associated with the system must be sanitized in accordance with the procedures outlined in the
security planProvided the 10 does not advise to the contrary, material associated with the system may
be reained for up to two years, as outlinedtive NISPOM, Chapter 5, Section 701. Records associated
with the system must be retained for one assessment cycle. Ferinformation on implementing a
decommissiomlan/disposal strategy, please referendéST B 806160 Volume 1.

TaskM-7: Making updates to the live system

As a resulof continuous monitoring activities, tisecurity plam€may require updates within eMASS

Follow instructions in thBlISP eMASS Industry Operation Garndereference the NISP eMASS
Information and Resource Center located onIl&SA Webpage

7.7.1.2 PARTI ¢ ISSP

The ISSP is responsible for the following tasks:

TaskM-8: Reviewing the reported security status of sysemder his/her purviewo include the
employed security control effectiveness within and inherited by the sgéteatccordance with
the approved continuous monitorirgyategy.

The review determinswhether theoperationalriskremains acceptable to therganizationassets,
individuals, other organizatiorend/or to national security

The ISSP may provide recommendations appoopriate remediation actionSecurity controls that are
modified, enhanced, or addetliring continuous monitoring are reassessed by the ISSP to ensure
appropriate corrective actions are taken to eliminate weaknedséisienciesor to mitigate the

identified risk The information reeived by the ISSP during continuous monitoring activities is assessed
and a risk recommendation is provided to the AO

TaskM-9: Reviewingand submitting decommission requests to the mel in the approval chain.
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Duringthe nextDCS/AVA or contact/egagement, the ISSP will verify all security controls addressing
systemremoval and decommissioning were implemented and storage media, memory, peripherals, etc.
associated with the system were properly sanitized in accordance with the procedures ouofiiveed i
security plarand DAAPM.

7.7.1.3 PART It AO

The AO is responsible for the following tasks:

Task M10: Conducting ongoing authorizations using the results of continuous monitoring
activities andcommunicatinghanges in risk determation and acceptance
decisions.

The AO uses the information provided by the ISSP to determine if the authorization decision needs to be
changed from an ATO to a DATO or if reauthorization action is necessary.

Task M12: Formally deommissioning systesn

7.7.2 MONITOR STEP OUTPUTS

The process outputs for the Prepare Step are as follows

9 DecommissioiPlan 9 Updated POA&M Remediation/Mitigation Iten
1 Technical, Management, and Operational
Security Controls arkssessed, Modified and
1 UpdatedSecurity Plan Submitted for Approval according to Continuc
Monitoring Strategy

7.7.3 MONITOR STHFEFERENCEASD RESOURCES

This step is directly supported by the following:

REFERENCES
Short Title Description
NIST SP 88D Guide for ConductinBisk Assessments
NIST SP 8e8r Risk Management Framewdtk Information Systems and Organizations

Managing Information Security Risk: Organization, Mission, and Informatic

System View

Security and Privacy Controls Faderal Information Systems

and Organizations

NIST SP SEEBA Asses_sing_ Secur'm_y\o! Privacﬁ:pntrols in _Federal Information Systems and
Organizations, Building Effective Security Assessment Plans

NIST SP 8B Guidelines for Media Sanitization

NIST SB00-137 Information Security_ Co_ntinuous Monitoring (ISCM) for Federal Informatiol

Systems and Organizations

NIST SP 880

NIST SP 8c&B
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Systems Security Engineerir@onsiderations for a Multidisciplinary Approac

NIST SP 8arb0 in the Engineering of Trustworthy Secure Systems
RESOURCES
Description Location
DISA eMASS User Guide Clicka 1 S énltkdé eMASS screen
NISP eMASS Industry Operation Guide https://www.dcsa.mil/mc/ctp/tools/
DCSA Webpage https://www.dcsa.mil/mc/ctp/tools/

8 AUTHORIZATIOBOUNDARIES

Securityarchitecture plays a key part in the security control selection and allocation process for a system.
Welldefined boundaries establish the scope of protection for organizational systems (e.g., what the
organization agrees to protect under its direct mamaget control or within the scope of its
responsibilitiesand include the people, processes, and information technologies that are part of the
dealdsSya adzZJRNIAy3 (GKS 2 NBI y A AuthdrixafiofbQundaies arel A 2 Y &
establishedri coordination with the security categorization proc@&sindaries that are too expansive

(e.g., too many system components and/or unnecessary architectural complexity) make the risk
management process extremely unwieldy and complex. Boundaries thabdimmited increase the

number of systems that must be separately managed, and as a consequence, unnecessarily inflate the
total informationsecurity costs for the organization.

Establishind\uthorizatiorBoundaries

Organizations have significdlexibility in determining what constitutes a system and its associated
boundary. In addition to consideration of direct management control, organizations may also consider
whether the information resources being identified as a system:

a. Support the same msion/business objectives or functions and essentially the same operating
characteristics and information security requirements.

b.  Process, store, and transmit similar types of information (e.g., same categorization impact levels).

c. Reside in the same geneaglerating environment (or in the case of a distributed system, reside
in various locations with similar operating environments).

d. Resi@ in the same geographic area (e.g., a site).

Since commonality can change over time, the determination aiutteorizaton boundary should be

revisited periodically as part of the continuous monitoring process. ISOs will consult with key participants
(e.g., AO, ISSP, IS@Ndsystem stakeholdersyhen establishing or changiagthorization boundaries

The process of estlibhingauthorizationboundaries and the associated risk management implications is
an organizatiofwide activity that takes into account mission and business requirements, technical
considerations with respect to information security, and programmatts tmshe organization.
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Once arauthorizationboundary is set, any interconnections with systems outside of that boundary that
are approved by a different AO are governed by an ISA. Interconnections include monitoring and
controlling communications at kayternal boundaries among subsystems and providing sysidm
common controls that meet or exceed the requirements of the constituent subsystems inheriting those
systemwide common controls. For additional information regarding ISAs, reference NISTA3P 800

Security controls for the interconnection of subsystems are employed when the subsystems implement
different security policies or are administered by different authorities. The extent to which the security
controls are implemented correctly, operatiag intended, and producing the desired outcome with
respect to meeting the security requirements for the system, can be determined by combining security
control assessments at the subsystem level and adding s{estehtonsiderations addressing interface
issues among subsystems. This approach facilitates a more targeted aeffemiste risk management
process by scaling the level of effort of the assessment in accordance with the subsystem security
categorization and allowing for reuse of assessmentli®at the system level.

9 TYPES OF SYSTEMS

There are many system types and system configurations that operate within cleared contractor facilities.
The predominant system types are Standasphecal Area Networks (LANS), Interconnected Systems,

and WideArea Networks (WANSs). The information below identifies the particular types of systems seen in
cleared Industry.

9.1 STANDALONE SYSTEMS

Multi-User Standalone (MUSA) systems serve multiple users, but only one user at a time, and do not
sanitize between users. Singdser Standalone (SUSA) systems support one general user. Privileged users
(systems administrators) should not be included wiketiermining the number of users on the system.

The ISSM or designee will utilize BXeSAOverlaygAppendixB) to assist with tailoring control selection.

9.2 LOCAL AREA NETWORKN)

A LAN consists of two or more connected workstations for the purposaragigimformation. A LAN can

be as simple as two interconnected laptops through a category 5@ressable in a Pe¢o-Peer (P2P)
configuration, and as complex as a thousand desktops connected by multiple switches and routers
traversing several buildys using Active Directory to push security group policies throughout the domain
(e.g., client/server based)he physical security parameteary between Closed@asand various
configurations of Restrictedéas for LAN impleméations. LANS that reside a Closed réa can be
approved for unattended processing

9.3 WIDE AREA NETWORKAMY

A WAN is a computer network that covers a broad geographical area (e.g., any network comprised of
communications links traversing metropolitan,ioe@l, or national bouraties) or more formally, a

network that uses routers and public communications links. WANSs are used to connect LANs and other
types of networks together so that users and computers in one location can communicate with users and
computers in other locatis Many WANS are built for one particular organization and are private;
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whereas, other WANs can be publicly accessible and have specific requirements for access and
interconnection.

9.4 ENTERPRISE WIDE AREAWORK {#AN)

An Enterprise Wide Areadiivork @WAN is a corporately shared physical IT infrastructure that hosts

multiple classified NISP programs, distributed across multiple geographic lofa@i8#segions)

through one enterprise network topology using an approved design. The NISPe\yralh seres as a

highlevel review of the personnel, processasd technology necessary to plan, deploy, assess

authorize an enterprise network topology that spans two or nt&Ajeographic regioneWANsare
OSYyidNIfte YIyF3aSR FYyR INBE I O2NB FdzyOidAzy 2F (KS

eWANSs are authorized by NAO Headquarters and require approval for inclusion in the dragiiétias
desiring b participate in the NISP eWAM&am must meet the redgeements outlined in the NISP
eWAN Program Job Aithejob aid and associated resources are located orOi€ AVebpage

9.5 UNIFIEDNIDE AREA NETWOR®KAN)

A unified WAN applies when all involved AOs cahatithere will be a single security policy for the
entire WAN. For unified WANs where all the nodes are authorizB@8¥the AO for the host node will
authorize the systenThe host ISSM is responsible for managing the system and must be notified befo
any changes are made. Only one secplanis required for a unified networKhesecurity plammust
include specific information for each node on the network.

9.6 INTERCONNECTED SMSTE

An interconnected network consists of two or more separately aizgmbisystems connected together.
The predominat interconnected networks am@ontractorto-contractoror governmenito-contractor
connections, or a combination of both. In rare cases, international connections may need to be
established.

Contractorto-Contactor Connections

In many cases, there are requirements for Industry to collaborate and share information in support of a
contract or multiple contracts through the establishment obatractorto-contractorconnection If

DCSAs the AO for both autharéd systems, an Interconnection Security Agreement (ISA) may be
required to establish an interconnection between two or more separately authorized syAtef&SM at

one of the connecting sites is designatesth KS f ST R Z Nde BA i8 sulimitted{afdamanaged

by the designated host ISSMhehost DCSA AO will be the first to signi®wwith coordination to the
connectingDCSAO nodes.

For a template and additional information regarding ISAs, reference NIST-&P 800
An ISAs required ibne or more of the following is true

a. The interconnection is between two or more separately authorized systems located at multiple
facilities or campuses under multiglfmmercial and Government Enti§AGIlEcodes.
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C.

There is more than one 10.

The interconnection involves multiple AOs.

TheHostISSM is responsible for the following tasks:

a.

b.

C.

Creating and managing the ISA.
Submitting the ISA tDCSAria the assigned ISSP.

Uploading the signed ISA within tecurity plan

The ISSP is responsifdethe following tasks:

a.

b.

C.

Assessingthe ISAad® 2 NRAY F GAy 3 aaSaayvySyid OGABAGASE
ISSPs

Providing a recommendation and submitting the ISA to all invBIG&IOs for signature.

Distributing the signed ISA to stihkéholders DCSAOs, ISSPs, algSN\g).

The signed ISA will be includechascurity plarartifact for all connecting nodes

An ISA iBlOTrequired ifall ofthe followingaretrue:

a.

b.

The interconnection is between two or more separately authorized sysbeated at the same
facility or campus under a single CAGE Code.

There is a single 10 for all systems.

The ISSM is responsible for the following tasks:

a.

b.

C.

d.

Documenting the interconnection in tisecurityplan.
Clearly identifying how user access is achieved.
Ensuring the configuration diagram accurately depicts all interconnections and hardware.

Conducting coordination via the CCB.

The ISSP is responsible for the following tasks:

Validating the interconnection.
Assessing the applicable technical systeourity controls and configuration.
Assessing the supporting operational and managerial security controls.

Identifying any necessary remediation/mitigation actions for the POA&M.
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Governmento-Contractor Connections

An ISAiE.,MOU/A) betweerDCSAnd he IO is required for ajlovernmenito-contractorconnections.

The purpose of an ISA is to adjudicate the differences in requirements between AOs, establish roles and
responsibilitiesand outline technical requirements and connection proceséésen speiically required

by the 10, ISAs will be executed for contractor facility connections to government syi$teses

agreements will be coordinated at thgency level and are outside of the scope of the DAAPM

DCShas a standardovernmentto-contractorlSA templateAlthough 10s and program offices may have
their own standard template, it is highly omemended that theDCSAapprovedgovernmenito-
contractorISA template be used. If an ISA is submitted in a format other th&@CtB&approved

template, DGSAmay levy additional requirements in order to be NISROMpliant and furtheDCSA
internal reviews will be required.

All ISAs must be submitted to NAO Headquarters by the IO for coordination and signature on behalf of
cleared industryNAO will not proess ISAs for coordination that are sent directly from the cleared
contractor Industry must work and communicate with their IO and/or ISO to determine the appropriate
AO or AO representative to serve as signatory to theNIS@A requires a minimum of 3@y to

coordinate and properly staff all ISAs for signature. ISAs are valid until:

a. The agreement is terminated by one or more signatories.
b. A security relevant change occurs on an authorized system covered by the agreement.
c. Changes are made to the conneantjarocess.
d. The terms of the ISA are violated.
e. The agreementay be rescinded HpCSAr the 10 at any time.
Governmentto-Contractor ISA Content

As stated above, it is highly recommended thatR@&SAapprovedgovernmenito-contractorlSA
template (Appendix Whe used.

All ISAs must contain the following minimum information:
a. Date of the ISA.
b.  Names and signatures of AOs.
c. Name of Network ISSM/ISSO and responsibilities.
d. Highlevel description of and usage of the network, to include a Network Toolagsam.
e. Connection approval process.
f. Name and location of facilities involved.

g.  Security points of contact and phone numbers.
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h.  Names, numbers, or system identifiers for systems involved.
I Highest classification of data.

J- ISA expiration date or review frequmn(if applicable).

k.  Categorizatiorsecurity impact level.

l. Minimum clearance level required of users.

m.  Network type.

n. Documentation of any existing connections to Defense Information System Network (DISN)
circuits.

0. A statement that there is no further connamst to any DISN network not outlined in the ISA and
none will be added in the futur&écretinternet Protocol Router Network (SIPRNet), Secret
Defense Research Engineering Network (SDREN) and DISN Leading Edge SerkESS, @SN

p. Encryption method

g. A statement regarding required authorization status for interconnected sites and informing
Network ISSO about any changes in authorization status.

r. A start and end date.
s.  Signa&ures from all required parties.

Note: In addition to ISAs, interconnection egments can also be established via MOUDGSA
recommends the use of tHRCSAtandard Governmerib-Contractor ISA template to facilitate
governmentto-contractorconnections.

Governmentto-Contractor ISA Changes and Invalidations

Certain ISAs specify a getermined review frequency. During the review, security parameters, the
accuracy of the ISRpint of ContactfOCinformation, and AO signatory information will be verified. If
updates to POCs or AOs occur without terminatioihe current agreement, the facility may submit an
administrative addendum to the agreement identifying the personnel changes without requiring the
submission of a new agreement for signature. If personnel changes result in recension of or changes to
the terms of the current agreement, a new ISA should be drafted and coordinated for signature.

ISAs may become invalid if the security posture of a node or the WAN itself changes. Changes must be
evaluated by the signing AOs. The AOs will determine the ififjpaacy) on the authorization of the WAN
and/or the validity of the ISA. Changes that may affect the security posture of the WAN or a node should
be approved by the AOs prior to implementation.
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9.7 INTERNATIONAL INTERINECTIONS

Requests to establish interfianal secure communications links between U.S. cleared contractors and

foreign governments or foreign cleared contractors require additional supporting arfifaetecurity

plancan be used to support the official Secure Communications Plan (SCRyduakif a separate SCP

is approved by the Designated Security Authorities (DSA) or as part of a Program Security Instruction (PSI),
the SCP will be added as a supporting artifact. Industry will include the following as supporting artifacts

with the secuity plan

a.  Export Authorization

b.  Export Procedures

c. PSIif applicable)
Specific Requirements

The following security requirements must be met for each communication node for the transmission of
classified information:

a. The FSO/ISSM will appoint a cleared rembdr employee as the designated representative of the
communication node. The designated representative may be the ISSMyri8&@her
designee.

b.  TheFSO will appoint one or more Releasing Officers (RO) and Designated System Operators (DSO)
for the communication node that will be appropriately trained. The ROs and DSOs must possess a
security clearance at least to the highest classification level of the accessible classified
information and be a cleared contractor employee and citizen of the natiwhich the
communication node is located. The RO will be designated in writing as an empowered official to
act on behalf of their respective companies. Each RO will have the authority to ensure any aspect
of a proposed export or temporary import and vethe legality of the transaction and the
accuracy of the information to be transferred. The RO may refuse to sign any request for release
without prejudice or other adverse recourse.

c. The ISR will brief the FSOs, who will in turn brief the relevant®@fand DSO on what
informationand technology is releasable under the contrBetployees will acknowledge the
briefing in writing. The boundariesreleasablenformation will be carefully defined, particularly
in cases where associated technology formation is not releasable. The briefing record will
include the date, the identity of the persons conducting and receiving the briefing, and specific
acknowledgment by the person being briefed that they:

i. Understand the extent of the information atethnology approved for release.

ii. Are familiar with the security procedures and record keeping requirements pertinent to these
transmissions.

iii. Are aware of the criminal penalties that attach to violations of the export statutes.
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iv. Have been givengovernmentPOC who can clarify the nature and extent of the material that
may be releasedndthe applicable security procedures.

d. Only DSOs will be authorized to place and receive calls and/or to operate equipment.

e. The DSO will be thoroughly familiar with the techiniata to be transferred, the project related
technology export licenses, and the specific description of material that is authorized for
disclosure.

f. The DSO will be responsible for notifying the FSO/ISSM of any required maintenance or repair to
the net hardware.

g. TheISSM or designee and the DSOs will be responsible for the secure operation of the
communication node in accordance with these instructions and Local Operating Procedures
(LOPSs).

h.  The FSO or ISSM for the system will prepare LOPs for the comtinnmode for the AO as an
attachment to the SSP.

Authority to CommunicateAuthority to activate the secure dedicated communications link will be
granted by the AO after concurrences are received from the DSAs from the United StateSaneiptie
government.

9.8 FEDERAL INFORMATI®YSTEMS

Federal 19re owned and authorized by a U.S. Federal Agency. If a CompoGeveonment
Contracting AuthorityGCAneeds to locate a federal IS atlaaredcontractorfacility they must follow
the provisions of DoD Manual 5220.22, Volume 2.

Note: Cleared contractors do not have the responsibility to request exceptions or authority to deviate
from the above guidance.

9.9 PROPOSAL SYSTEMS

Proposal Systems support grentract award activityPre-contract award activity involves response to
Broad Agencpnnouncements (BAAs), Request for Proposals (RFPs), Requests for Information (RFIs),
Rough Orders of Magnitude (ROMs), white papers, and other solicitéti@nder to support Industry in
pursuits for new business and an acceptable level of risk managdh@S A&stablishedhe following
expedited process for SUSA and MUSA proposal system authorizations:

a. Proposabystems may be submitted for authorizatiBRIORD solicitation request.

b. This process will only be used for SUSA and MUSA progsisadsvith the applicable overlay
applied By keeping the proposal system as a SUSA/MUSA, the A&A pancleesxpedited
(i.e., less complex, aite may be waived, reduced controls, et®joposal LANs will hbe
authorized using the expedited process.

c. Include the following SOPs with thecurity plan
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1 Upgrade/Downgrade Proceduresnclude clearing/sanitization procedures used
between solicitations.

9 Hibernation ProceduresA variance/special procedure that specifiesv thesystemwill
be protectedduring a dormant stateThe procedures will include a process for protecting
the systenthrough the use of physical security controls (gegls)ocks, alarm,and
GSAapproved containers)echnical controls (e.g., whole disk encryption, disabled
accourts, andaudit logs) andimmediate patching/updates upon return to service
Periods of hibernation will not exceed 180 days without AO approval.

d. Use the NISP Classified Configuration (NCC) TBolkihore detailed instructionseference the
job aid located on theDCSANebpage

e. Conduct an assessment using the DISA SCABraGtdmated checks and all appropeia
baseline/benchark STIG#$f the system cannot be assessed utilizing the specified isgaimols,
the assessment will be conducted in accordance witlsdieerrity plan Scan results will be
provided as an artifaetithin eMAS®RIOR any classified information being introduced to the
system. If annotating a system vulnerability is detéred to be classified as per the SCG, contact
the assigned ISSP.

f. Providecontinuousmonitoringstrategies for active system use (solicitation actions) and in
hibernation.

g. lIdentify physical security requirements clearly ingbeurity plan

h. Whensolicitation is received, update the security plan by uploading the solicitation request as a
supporting artifact.

i. Reassess the curresgcurity plarand update upon contract award in accordance with the
contractual requirement®D CSAwill determine whetler or not a reauthorization is required

j-  The ATD will be determined by the AO.

9.10 SPECIAL CATEGORIES

Special category systems, as describédaMISPOM, Chapter 8, Section 304, will follow the same
authorization process as all other systems. Howevesmexpiected they wilimplement a tailored set of
security controls and make use of compensating contulen necessaryo provide the acceptable

level of protection. Specific application of security measures to protect the system will be addressed in
the security plan

The cleared contractor will select and implement the appropriate baseline of security controls, and when
necessary, apply compensating controls to provide adequate security of the system. The ISSM will provide
the AO with complete rationaland justification for how the compensating controls provide an equivalent
security capability or level of protection for the system.
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The AO assesses the risk of operatingspleeialck § SI2 NA Sa aeaidisSYy gAl0K GKS Of S
recommended set of congmsating security controls. If the AO determines the risk is too high, the AO

may require additional justification from the 10. The 10 may recommend alternate or additional

compensating security controls, or recommend that the AO not authorize the sysitsmpriesent

security configuration.

9.10.1 TACTICAL, EMBEDDEBTAACQUISITION, LEGABND SPECIAL
PURPOSE SYSTEMS

Tactical, embedded, datcquisition, legacy, and speguirpose systems ampecialcategories of

systems requiring alternative set of controls not readily available in typical systems. Some systems are
incapable of being modified by users and are designed and implemented to provide a very limited set of
predetermined functions. These systs are considered members of a special category, as are data
acquisition systems and other spegatpose test typesystemsindustry must coordinate with the 10

and provide evidence that this typesyfstem isontractually required~or controls tailagd out based on
contractual requirements, the AO must be provided with the complete rationale and justification via a
Statement of Work (SOW), Borm254, or artifact from the 10. In addition, the RAR must detail the
specific security controls that cartime implemented.If a system meets the criteria of a legacy system
(e.g., incapable of meeting the baselsecurity control requirementsuthorization for continued use of

a legacy system may be authorized by the AO.

9.10.2 MOBILE SYSTEMS

Mobile systems may be periodically relocated to another cleared contractor facility or government site. A
mobile system may be a complete system or components of a larger, more cepgdaer.The mobile

system must be operated and maintained by trainedg@enel and relocation should be temporary.

Special procedures are required to document applicability and control, and to account for the movement,
operations, and security of systems that are relocated to alternative locations. The maobile processing
prociSRdzNBa ¢gAff AyOfdzRS RSGIFIAf A NBIFINRAYI GKS ariasSqQ:
120 days or more, the cleared contractor must inform their assignedTISSSSP will conduct the
appropriate risk management evaluation and prowdsk-basedrecommendation to the A’ he AO

will determine whether or not the system must return to the originating site and if additional safeguards
are required The mobile processing plan must be updated accordialylgobile systems are required t

return to theoriginating site for final disposition with the exception of transfers and/or procedures
authorized by the AO.

When a mobile system requires relocation, the cleared contractor must provide the ISSP with a notice of
seven working days befotlee date of relocation. The cleared contractor must submit to the ISSP a

mobile processing plan that addresses all aspects of security, to include secure movement, physical
security, and operations at the new location before relocation. Please refex Mdbility System Plan
(Appendix)).

Note: Mobility will not be used for noncontractual purposes and/or to circumvent the submission of a
system for RMF assessment and authorization.
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9.10.3 DISKLESS WORKSTATION

A diskless workstation is a system that bootsegifrom a CD or the local network and lacks the ability to
store data locally to the machine. These types of systems require authorization. The established baseline
security controls can be tailored to address the specifics of that system.

The ISSM wilubmit a package with the proposed tailored security control set for review by the ISSP, as
they do with other systems. The ISSP will evaluate the package to determine if the management,
operational, and technical controls identified are adequate to ptafessified information, with the
understanding that several categories of systems can be adequately secured without implementation of
the complete security control set.

9.10.4 MULTIFUNCTION DEVECE

Multifunctiondevices (MFDs) combine a PC, printer, and anto one container. These devices

typically have nowolatile memory, hard drives, an operating system, and networking capability. Some
utilize Radio Frequency Identification (RFID) technology for device inventory or status management. If the
device hashe capability to retain data upon a reboot, clearing procedures are required. Devices with

data retention capabilities may require authorization.

Separate authorization is not required for devices when connected to a system as a peripheral device. In
these instances, the multifunction device should be included isgherity planin particular, area
upgrade and monitoring may be necessary to ensure physical security is applicable to these systems.

9.10.5 VIRTUALIZATION

For systems that employ virtualizatiohere may be one or more virtual systems on one or more

redundant sets of hardware. In cases where the virtual machine operates solely within the boundary of the
host machine (e.gno networked communication with other hosts or external connectiond)nteal

protection measures are required to be configured on the host machine and the individual virtual machine
images residing on the host system. If virtual machines are configured to communicate with other systems
on a LAN/WAN via a shared network ifgee on the host system (e.g., bridgheétwork Address
TranslationlAT), technical protection measures commensurate with the system type and purpose are
required to be configured on the virtual machine images. The ISSM will document the use andgiurpose
eachOperating SystenOg used in a virtual environment within the package as well as the technical
protection measures in place to filter network communication external to the host.

9.10.6 TEST EQUIPMENT

Test equipment with nomolatile memoryused toprocess or retain classified information requires
authorization and must implement all applicable security controls unless component limitations, technical
configurations, and/or test conditions render the security controlsapplicableln these cases,

justification must be provided for any controls designated-aygplicable due to the aforementioned
limitations

Industry must have sanitization procedures (e.g., Certificate of Volatility from the manufacturer) for all
test equipment, classified or unskified (volatile memory included)est equipment manufacturers
publish clearing and sanitization procedures. In situations where user accessible or configurable data is
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contained irElectrically Easable Programmable Re@uhly MemoryEEPROMr FlastErasable PROM
(EPROWM the only approved procedures are those provided by the manufacturer. Additional
requirements in the clearing and sanitization matrix also apply. The ISSP will assess all procedures to
ensure implemented procedures meet requirements agdipment is properly sanitized. In some cases,
additional requirements may be applied if the sanitization procedure does not address all the memory on
the system

9.10.7 VIDEO TELECONFERENTE)

VTC systems are used to display, transmit, and receiveandliodeo signals across a
telecommunication medium, and are not considered system periph®fB( systems with nevolatile
memory and/or network connectivity must be addressed irstwirity plaras system components and
all applicable security contsoimust be identified, documented, and implemented or mitigated.

9.10.8 VIDEO DISTRIBUTIOKSI EM (VDS)

Video Distribution System (VDS) is the distribution or delivery of digital media content such as audio,
video, and software. VDS with reolatile memory anbr network connectivity must be addressed in
the security plaras system components and all applicable security controls must be identified,
documented, and implemented or mitigated.

9.10.9 PERIPHERALS

As technology advances, more and more devices are begaoraiwork capable. Devices such as MFDs,
security cameragmart TVs, and Uninterruptable Power Supply (UPS) systems frequently come with an
Ethernet interface for network connectivity. These devices are designed to work with minimal
configuration necessg in order to ensure ease of use. Unfortunately, with this ease of use often comes
increased risk to the network.

The following cyber security configurations will be implemented and verified for peripheral devices:

a. Only network protocol that is enabledTigansmission Control Protocol/Internet Protocol (TCP/IP)
unless approved by the AThe only network protocol that is allowed/authorized is TCOfthrer
protocols require authorization by the AO.

b.  All management protocoisill bedisabled unlesauthorized by the AO.

c.  Afirewall or router rulevill be configured andxists to block all ingress and egress traffic from
the enclave perimeter to the peripheral.

d.  All peripheral devices wilk maintaired or upgraded to the most current firmware available.
e. All peipheral devices will beoafigured to use the most current firmware available.

f. Default passwords and Simple Network Management Protocol (SNMP) community strings have
been replaced with complex passwords.

g. Configuration statee(g.,passwords, service settjs, etc.) is maintained after a power down or
reboot.
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h.  Remote managementill onlybe performedby the system administrator from specifiternet
Protocol (P) addresses or from system administrator workstations using latest secure protocols
(e.g., SSH, HPS, etc.).

I Auditingwill befully enabled for those devices that can generate audits.

J- Unauthorized accessill be preventedRepair proceduresvill not result in unauthorized
dissemination gfor access toclassified information.

k.  Equipment partsvill bereplaced and destroyed in the appropriate manner when classified
information cannot be removed.

Knowledgeable andeared personnekill inspect equipment and associated media used to
process classified information before the equipment is removed froteqisul areas to ensure
there is no retained classified information.

m. File sharesvill have the appropriate discretionary access control list in place.

n.  Devices will beanfigured to prevent noadministrators from altering the global configuration of
the devce.

10 DEPRTMENT OF DEFENSE INFORMATION
NETWORK (DoDIN)

The Department of Defense Information Network (DoHNMefined by Joint Publicatiorl3, Joint
Cyberspace Operation, as "the globally interconnectedi@add set of information capabilities, and
associated processes for collecting, processing, storing, disseminating, and managing information on
demandto warfighters, policy makers, and support personnel, including owned and leased
communications and computing systems and services, software (including applications), data, and
security."

In order to connect to the DoDIN, Industry must have a validatpdrement approved by a sponsoring
government 1O and validation of the mission requirement from the DoD CIO in accordance with CJCIS
6211.02DObtaining and retaining enclave connections to the DoDIN requires Industry to follow the step
by-step proceduresutlined in the applicable Connection Process Guide (CIPGk explain the

connection process for DoDIN networks and services.

Examples of DoDIN connected systems are the following: SIRfSd$é& Defense Agency Classified
Network MDACNe&t DRENDISNTest Evaluation Networ®TEN DARPA Secure Wide Area Network
(DSWAN Joint Interoperability Test Commandi TQ; Joint Training and Experimentation Network
(JTEIN Multi-Agency Collaboration EnvironmelACE, and SDREN
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Table3 DoDINnformation and Resources

DoDIN Information and Resources

Defense Information Systems Network | https://www.disa.mil/networkservices/Enterprise
(DISN) CPG Connections/ConnecticApproval

https://www.disa.mil/NetworkServices/Enterprise
Connections/FAQs/ConnectidpprovalFAQs
https://www.disa.mil/NetworkServices/Enterprise
DoDIN Network Topology Requirement Connections/Missio#artnerTrainingProgram/DSN
TopologyRequirements

MissionPartner Library for DoDIN https://www.disa.mil/NetworkServices/Enterprise
Connections and Services Connections/Missio#artnerTrainingProgram

NISP SIPRNet Circuit Approval Proces
Guide (NSCAP)

DoDIN Connection Approval FAQS

https://www.dcsa.mil/mc/ctp/nao/

11 CROSS DOMAIN SOLUT(ORS)

DoDlInstruction (Do) 8540.01Cross DomaiRolicy, Section 2.a(2) specifically states the instruction

applies to all cross domain capabilities to, from, within, or between DoD systems to include mission
partner and cleeed defense contractor systes. DoDI 8540.01, Section 3.c specifically states cross

domain capability requirement must be met by a CDS listed on the Unified Cross Domain Services
Managment Office (UCDSM@)nanagedCDS baseline list. DoDI 8540.01, Section 8.u.(1) specifically
statesa Cross Domain Solution Authorization (CDSA) is issued by DoD Information Security Risk
Management Committee (ISRMC) or Defense Information Assurance /Security Accreditation Working
Group (DSAWG) before allowing a CDS to access or transfer informatiearbdifferent

interconnected security domains. A CDSA is required for use of a CDS. The CDSA is issued by ISRMC or
DSAWG.

Highlevel overview training for CDS, DSAWG and the CDS connection approval process is located at the
following link:

https://www.disa.mil/NetworkServices/Enterpris€onnections/MissiciartnerTrainingProgram

12 AUDIT VARIANCE

During periods of system inactivity (elgbernation) or when a facility plans to stop work for an
extended period of time (e.gholidayshutdowns), an autivariance may be authorizeeriods of
hibernation will not exceed 180 days without AO appréVakn requesting an audit variance, Indystr
must have a SOP that specifies how the system will be protected during a dormantBiat&SOP will
include a process for protecting the system through the use of physical security contradedésglocks,
alarmsand GSAapproved containes),technical controls (e.g., whole disk encryption, disabled accounts,
andaudit logs) andimmediate patching/updates upon return to servi€he audit variance will be
authorized via theecurity plar(i.e.,added as a supporting artifacthdustry is requiré to maintain a log
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of audit variance activities esite. Audit variance documentation will be assessed during the SVA and
other engagement activities (e.g., Advise & Assist visits, periodic communications, etc.)

13 TYPE AUTHORIZATION

Type authorization is an official authorization decision to employ identical copies of a system in specified
environments of operation. This form of authorization allows a single security plan to be developed for an
archetype (common) version of a systdmattis deployed within a specified facility (under a single CAGE
Code). Type authorization is used in conjunction with the authorization -apsitéfic controls (e.g.,

physical and environmental protection controls, personnel security controls) inheyitee system.

Type authorization is available to all authorized systems unless specified otherwise in the authorization
decision.

The facility is not authorized to utilize a combination of conditions from multiple authorized systems. For
example, a typ authorized system must be:

a. Operating under the same security categorization (low, moderate, or high).

b. Possessing operating characteristics and security needs that are essentially the same (e.qg.,
technical configuration, operating system, risk profigywork policy, security suite, or physical
controls, etc.).

c. Residing in the same general operating environments.
d. Inheriting common security controls.

The ATD of the initial type authorized system will apply to all identical copies of the system. If the
authorization package associated with type authorization is issued a DATO, all systems authorized under
that package are no longer permitted to process classified information.

In order to ensure the successful management and operation of type authoritedhsylndustry must

follow the instructions detailed in the NISP eMASS Industry Operation Guide. The NISP instance of eMASS
is not only the database of record for A&A activities, but it is also used as a tracking tool for all NISP
systems, including theghat are type authorized.

When a system will be used for type authorization, Industry is required to select [Yes] in the System
Information > Type Authorization section. In addition, Industry is responsible for updating the System
Information > SysterB@escription section and uploading the applicable artifacts (e.g., Test Results,
Hardware and Software Baselines, Facility/System Layout, Record of Controlled Area, and artifacts
requested by the ISSP/AQO).

Type authorization does not apply to expandingxsting authorized system (e.g., adding workstations

to a Client/Server LAN). Expanding an existing system is addressed through the implementation of the
Configuration Management (CM) security controls (e.g-10G8M2, CM2(1), CM3, etc.). All hardwa

and software changes to a system must go through a configuration change control process. Configuration
change control is the documented process for managing and controlling changes to the configuration of a
system. Industry will follow their authorizednfiguration management policy and associated

procedures to implement configuration changes.
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The exception to type authorization are DobtNnected systems. The appropriate CPG must be followed
for design, implementation, operation, and decommission (disposal).
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APPENDIX ASECURITY CONTROEFENSE
COUNTERINTELLIGEANE SECURITY AGENCY
ORGANIZATIONAL VARUE

TheDefense Counterintéfence and Security AgencyCEASecurity Controls, including tBECSA
ModerateLowLow (ML-L) Security Control Baseline, is available in spreadsheet form DE 8
Webpage located at https://www.dcsa.mil/mc/ctp/tools/The spreadsheet details the requirements for
security control implementation, organizational values, supplemental guidance, asie&pecific
guidelinesThe Security Controls spreadsheet must be used for all systemawgpRaiSAssessment and
authorization.
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APPENDIX BBEFENSE COUNTERINGHNCE AND
SECURITY AGENBBAERLAYS

Defense Counterintelligence and Security AgeD€&BPOverlay

TheDCSAverlay identifies security control specifications needed to safeguard classified information that
is stored, processed, or transmitted. TESAverlay adopts a minimum baseline of ModerhtevLow
(M-L-L). This overlay applies to the following typesystems:

1 Stardalone Systems
0 Single User Standalone (SUSA)
0 Multi User Standalone (MUSA)
1 IsolatedLocal Area Networl AN (ISOL)/Peeto-Peer (P2P)
References

1 Committee on National Security Systems Instruct@iS$1253,Security Categorization and
Contol Selection for National Security Systems

1 National Institute of Standards and Technology (NIST) Special Publicait@9-&FRev. 4,
Security and Privacy Controls for Federal Information Systems and Organizations

Characteristics and AssumptionsStdindalone Systems

Due to complexity and/or resource constraints, specific security controls may not be applicable to
standalonesystemsThis overlay provides guidance on the security controls reqtairieel implemented

on standalone system# standalonsystem is a single desktop or similar component with no network
cards activated or connected. It is not connected to any other system or network and has no Protected
Distribution System (PDS) in place.

Characteristics and Assumptions of Isolated LANS)(R&@rto-Peer (P2P)
An ISOL/P2P is defined as a group of computers and network devices connected together over a relatively
small geographic area and the constituent systems retain their own local security4pbkdy may be
isolatedg system boundaris completely contained to within the Facility/Building. It is not an
Interconnected System to an external netwdrkis overlay does not apply to client/server LANSs.
An isolated LAN typically has none of the following:
1 Connectivity to any other LAN

1 Voiceover Internet Protocol (VolP)

1 Collaborative Computing
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DCSMverlay, Table of Security Controls

The table below summarizes the security control specifications as they apphDiG3#everlay. The
symbols used in the table are as follows:

i On e da& dibatesithe contrahould not beselected.

T The |l etter AGO indicates
guidance if applicable, for the control.

Tailoring Considerations

t her e

S suppl eme

Additional tailoring of th&©CSAverlay is permitted witthe approval of the Authorizing Official (AO).
Tallorlng may be needed if additional overlays apply to the system or to address unique circumstances in
GKS adeaidisSvyQa Sy@ANRBYYSyilo®

Security Controls

Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
AC1 Access Contrdlolicy and Procedures
AG2 Account Management
Account Management | Automated System Account
AG2 (1) - - -
Management
Account Management | Removal of Temporary /
AG2 (2) - - -
Emergency Accounts
AG2 (3) | Account Management | Disable Inacti&ecounts - - -
AG2 (4) | Account Management | Automated Audit Actions
AGC2 (5) | Account Management | Inactivity Logout
AG2 (7) | Account Management | Role Based Schemes -
Account Management | Restrictions On Use Of Sharg
AG2 (9) -
Groups /Accounts
AG2 (10) Account_Managgme_nt | Shared / Group Account i
Credential Termination
AG2 (12) Account Management | Account Monitoring / Atypical i
Usage
AG2 (13) Acgo_unt Management | Disable Accounts For HRigk i
Individuals
AG3 Access Enforcement -
AG3 (2) |Access Enforcement | Dual Authorization -
AG3 (4) | Access Enforcement | Discretionary Access Control -
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
AG4 Information Flow Enforcement
AG5 Separation Of Duties
AC6 Least Privilege
AC6 (1) LeastPrivilege | Authorize Access To Security Functig
AGS6 (2) Least_Pr|V|Iege | Nonprivileged Access For Nonsecur
Functions
AG6 (5) Least Privilege | Privileged Accounts
AG6 (7) Least Privilege | Review Of User Privileges -
AGC6 (8) LeastPrivilege | Privilege Levels For Code Execution
AG6 (9) Least Privilege | Auditing Use Of Privileged Functions
Least Privilege | Prohibit NePrivileged Users From
AG6 (10) . T .
Executing Privileged Functions
AC7 Unsuccessful Login Attempts G
AG8 System Use Notification
AG10 Concurrent Session Control - -
AC11 Session Lock
AG11 (1) | Session Lock: Pattern Hiding Displays
AG12 Session Termination
AG12 (1) S_essmn Termination | Uséritiated Logouts/ Message
Displays
Permitted Actions Without Identification Or
AG14 .
Authentication
AC16 Security Attributes
AG16 (5) Secyrlty Attributes | Attribute Displays For Output
Devices
AG16 (6) Securlity Attrlbutes |_Ma!ntenance Of Attribute
Association B@rganization
AC16 (7) | Security Attributes | Consistent Attribute Interpretatio - - -
AG17 Remote Access - - -
AC17 (1) | Remote Access | Automated Monitoring/Control - - -
AG17 (2) Re.mote Accgss | Protection Of Confidentiality/Integri i i i
UsingEncryption
AG17 (3) | Remote Access | Managed Access Control Points - - -
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
ACL17 (4) | Remote Access | Privileged Commands/Access - - -
AG17 (6) | Remote Access | Protection Of Information - - -
AG17 (9) | Remote Access | Disconnect/ Disable Access - - -
AG18 Wireless Access
AG18 (1) | Wireless Access | Authentication & Encryption - -
AC18 (3) | Wireless Access | Disable Wireless Networking
AC18 (4) | Wireless Access | Restrict Configurations By Users - -
AG19 Access Control For Mobeevices
ho19 () | fecess Conta o bl Devices | Ful v
AG20 Use Of External Information Systems
AG20 (1) Xjfhg)ri;zigeljggl Information Systems | Limits On i i
AG20 (2) gzsigsExternahformation Systems |Portable Storage
AG20 (3) Use O_f Ex_ternal Information Systems | Non
Organizationally Owned Systems / Components / De
poz0 @) |5 Of e iematon Sysems ek ||
AC21 Information Sharing
AG23 Data Mining Protection - -
AT1 Security Awareness & Training Policy And Procedure
AT2 Security Awareness Training
AT2 (2) Security Awareness | Insider Threat
AT3 RoleBased Security Training
AT3 (2) Security Training | Physical Security Controls
AT3 (4) Security Training | Suspici(_)us Communications And
Anomalous System Behavior
AT4 Security Training Records
AUl Audit And Accountability Policy And Procedures
AU2 Audit Events
AU2 (3) |Audit Events | Reviews And Updates
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P

AU3 Content Of Audit Records

AU3 (1) | Content Of Audit Records | Additional Audit Informati - -

AU4 Audit Storage Capacity

AU4 (1) | Audit Storage Capacity | Transfer To Alternate Storag - -

AUS5 Response To Audit Processing Failures G

AUS (1) Respo_nse To Audit Processing Failures | Audit Stora
Capacity

AU6 Audit Review, Analysis, And Reporting G

AUS (1) Audit ngew, Analysis, And Reporting | Process i i i
Integration

AUS (3) AumtReweW,AnaWss,AndRepomng|Coweb&3Au i i i
Repositories

AU (4) Audit Reweyv, Analysis, And Reporting | Central Revi i i i
And Analysis

AUS (5) Audit Review, Analysis, And Reporting | Integration /
Scanning And MonitorinQapabilities

AU (8) Audit Review, Analysis, And Reporting | Full Text Anj i i
Of Privileged Commands
Audit Review, Analysis, And Reporting | Correlation \

AU6 (9) . :
Information From Nontechnical Source

AUS (10) Aupllt Review, Analysidnd Reporting | Audit Level
Adjustment

AU7 Audit Reduction And Report Generation -

AUT (1) Audit Re_ductlon And Report Generation | Automatic i i
Processing

AUS8 Time Stamps

AUS (1) Time Stamps | Synchronization With Authoritative Tin i i i
Source

AU9 Protection Of Audit Information

AU (4) Pr_ot_ectlon Of Audit Information | Access By Subset C i
Privileged Users

AU11 Audit Record Retention

AU11 (1) | Audit Record Retention | Loxigerm Retrieval Capabilit

AU12 AuditGeneration

AU12 (1) Audit Generation | Systeiwide / Time Correlated Audi

Trail
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
AU12 (3) | Audit Generation | Changes By Authorized Individual
AU16 CrossOrganizational Auditing - - -
AU16 (1) | CrossOrganizational Auditing | Identifyreservation - - -
AU16 (2) CrossOrganlzatlonaI Auditing | Sharing of Audit i i i
Information
Security Assessment And Authorization Policies &
CAl
Procedures
CA2 Security Assessments
CA2 (1) | Security Assessments | Independent Assessors
CA3 System Interconnections - - -
System Interconnections | Classified National Securit
CA3 (2) : - - -
System Connections
System Interconnections | Restrictions On External
CA3 (5) : - -
System Connections
CAS5 Plan Of Action And Milestones
CA6 Security Authorization
CA7 Continuous Monitoring
CAT7 (1) Continuous Monitoring | Independent Assessment
CA9 Internal System Connections - -
CMm1 Configuration Management Policy And Procedures
CM2 Baseline Configuration
CM2 (1) |Baseline Configuration | Reviews & Updates
CM3 Configuration Change Control
CM3 (4) | Configuration Change Control | Security Representat
CM3 (6) Configuration Change Control | Cryptography
Management
CM4 Security Impact Analysis
CM5 Access Restrictions For Change
Access Restrictions For Change | Limit
CMS5 (5) Production/Operational Privileges
CM5 (6) | Access Restrictions For Change | Limit Library Privilg -
CM6 Configuration Settings
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P

CM7 Least Functionality

CM7 (1) | Least Functionality | Periodic Review

CM7 (2) | Least Functionality | Prevent Program Execution - -

CM7 (3) | Least Functionality | Registration Compliance - - -

CM7 (5) |Least Functionality | Authorized Software / Whitelistin

Cm8 Information System Component Inventory

CMS (2) Infqrmatlon System Component Inventory | Automate i ) )
Maintenance

CMS (3) Information System Component Inventory | Automate i i i
Unauthorized Component Detection

CM9 Configuration Management Plan

CMm10 Software Usage Restrictions

CM L

10 (1) Software Usage Restrictions | Open Source Softwarg

Cm11 UserInstalled Software

CM Userinstalled Software | Prohibit Installation Without

11 (2) Privileged Status

CR1 Contingency PlannirRplicy And Procedures

CPR2 Contingency Plan

CR3 Contingency Training

CPR4 Contingency Plan Testing

CR7 Alternate Processing Site - -

CR9 Information System Backup

CR10 Information System Recovery And Reconstitution

A1 Identification And Authentication Policy And Procedu

A2 Identification And Authentication (Organizational Use
Identification And Authentication | Local Access To

A2 (3) - - - -
Privileged Accounts
Identification And Authentication | Local Access To

IA2 (4) - - - -
Nonprivileged Accounts

IA-2 (5) Identification And Authentication | Group Authenticati -

A2 (8) Identification And Authentication | Network Access T¢ i i i

Privileged Accounts Replay Resistant

Page |64



DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P

A2 (9) Identification And Authentication | Network Access T i i i
Nonprivileged Accounts Replay Resistant

A2 (11) Identification And Authentication | Remote Access i i i
Separate Device

A3 Device Identification And Authentication - -

A3 (1) Device Identification And Authentication Cryptograph i i
Bidirectional Authentication

IA-4 Identifier Management

A4 (4) Identifier Management | Identify User Status - - -

A5 Authenticator Management

A5 (1) Authenticator Management PassworedBased
Authentication

A5 (2) Authenticator Management | Pi#8lased Authentication - - -

A5 (4) Authenticator Management | Automated Support For
Password Strength Determination

A5 (7) Authenticator Management | No Embedded
UnencryptedStatic Authenticators

A5 (8) Authenticator Management | Multiple Information
System Accounts

A5 (11) Authenticator Management | Hardware TokBased i i i
Authentication

A5 (13) Authenticator Management | Expiration Of Cached i i
Authenticators

A5 (14) Authenticator Management | Managing Content Of P i i i
Trust Stores

IA-6 Authenticator Feedback

A7 Cryptographic Module Authentication

IAS Identification And Authentication (Ne@®rganizational i
Users)

A8 (1) Identification And Authentication | Acceptance Of PIV i i i
Credentials From Other Agencies

A8 (2) Identification And Authentication | Acceptance Of Thi i i i
Party Credentials

A8 (3) Identification And Authentication | Use Of FIGAM i i i
ApprovedProducts

A8 (4) Identification And Authentication | Use Of FIGASsued i i i

Profiles
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
IR1 Incident Response Policy And Procedures
IR2 Incident Response Training
IR3 Incident Response Testing
Incident Response Testingpordination With Related
IR3 (2)
Plans
IR4 Incident Handling
IR4 (1) Incident Handling | Automated Incident Handling G G
Processes
IR4 (3) Incident Handling | Continuity Of Operations
IR4 (4) Incident Handling | Information Correlation
IR4 (6) Incident Handling | Insider ThreatSpecific Capabilities
Incident Handling | Insider Threaistra- Organization
IR4 (7) L
Coordination
Incident Handling | Correlation With External
IR4 (8) o
Organizations
IR5 Incident Monitoring
IR6 Incident Reporting
IR6 (1) Incident Reporting | Automated Reporting G G
IR6 (2) Incident Reporting | Vulnerabilities Related To Incide
IR7 Incident Response Assistance
IR7 (1) Incident Response Assistance | Automation Support G G
Availability Of Information / Support
Incident Response Assistance | Coordination With
IR7 (2) :
External Providers
IR8 Incident Response
IR9 Information Spillage Response
IR9 (1) Information Spillage Response | Responsible Person
IR9 (2) Information Spillage Response | Training
IR (4) Information Spillage Response | Exposure To
Unauthorized Personnel
IR10 Integrated Information Security Analysis Team G G
MA-1 System Maintenance Policy And Procedures
MA-2 Controlled Maintenance
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P

MA-3 Maintenance Tools

MA-3 (2) | Maintenance Tools | Inspect Media

MA-3 (3) | Maintenance Tools | Prevent Unauthorized Removal

MA-4 Nonlocal Maintenance - -

Nonlocal Maintenance | Comparable
MA-4 (3) Security/Sanitization i i

MA-4 (6) | Nonlocal Maintenance | Cryptographic Protection - -

MA-4 (7) | Nonlocal Maintenance | Remote Disconnect Verificat - -

MA-5 Maintenance Personnel

MA-5(1) g/lsri)r;gepr:;rzgzczirsssonnel | Individuals Without
MP-1 Media Protection Policy And Procedures
MP-2 Media Access

MP-3 Media Marking

MP-4 Media Storage

MP-5 Media Transport

MP-5 (3) | Media Transport | Custodians

MP-5 (4) | Media Transport | Cryptographic Protection

MP-6 Media Sanitization

Media Sanitization |
Review/Approve/Track/Document/Verify

MP-6 (1)

MP-6 (2) | Media Sanitization | Equipment Testing

MP-6 (3) | Media Sanitization | Nondestructive Techniques

MP-7 Media Use

MP-7 (1) | Media Use | ProhibitUse Without Owner

MP-8 Media Downgrading

MP-8 (1) | Media Downgrading | Documentation Of Process

MP-8 (2) | Media Downgrading | Equipment Testing

MP-8 (4) | Media Downgrading | Classified Information

Physical And Environmental ProtectiRolicy And

PE1 Procedures
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
PE2 Physical Access Authorizations
Physical Access Authorizations | Restrict Unescorted
PE2 (3)
Access
PE3 Physical Access Control
PE3 (1) Physical Access Control | Information System Access
PhysicaAccess Control | Facility/Information System
PE3 (2) .
Boundaries
PE3 (3) Physical Access Control | Continuous
Guards/Alarms/Monitoring
PE4 Access Control For Transmission Medium - -
PE5 Access Control For Output Devices
PES (3) Accc_ass Control FQutput Devices | Marking Output
Devices
PE6 Monitoring Physical Access
Monitoring Physical Access | Intrusion Alarms /
PE6 (1) . .
Surveillance Equipment
PES8 Visitor Access Records
PE12 Emergency Lighting
PE13 Fire Protection
PE14 Temperature And Humidity Controls
PE15 Water Damage Protection
PE16 Delivery And Removal
PE17 Alternate Work Site - -
PE19 Information Leakage
Information Leakage | National Emissions/TEMPEST]
PE19 (1) -
Policies and Procedures
PL-1 Security Planning Policy And Procedures
PL2 System Security Plan
System Security Plan | Plan / Coordinate With Other
PL2 (3) o "
Organizational Entities
Pl-4 Rules Of Behavior
P4 (1) Rules Of Behavior | Social Media And Networking

Restrictions
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
PL-8 Information Security Architecture

PL8 (1) Information Security Architecture | DeferteDepth
PL8 (2) Information Security Architecture | Supplier Diversity
PM1 Information Security Program Plan

PM2 Senior Information Security Officer

PM3 Information Security Resources

PM-4 Plan Of Action And Milestones Process

PM5 Information System Inventory

PM-6 Information Security Measures Of Performance
PM-7 Enterprise Architecture

PM8 Critical Infrastructure Plan

PM9 Risk Management Strategy

PM-10 Security Authorization Process

PM11 Mission/Business Process Definition

PM12 Insider Threat Program

PM-13 Information Security Workforce

PM-14 Testing,Training, And Monitoring

PM-15 Contacts With Security Groups And Associations
PM16 Threat Awareness Program

PS1 Personnel Security Policy And Procedures

pPs2 Position Risk Designation

PS3 Personnel Screening

PS3 (1) Personnebcreening | Classified Information

P34 Personnel Termination

PS4 (1) ;;slj)ip:rile'rrfsrmination | PeEEmployment

PS5 Personnel Transfer

PS6 Access Agreements

PS6 (2) Access Agreements | Classified Information Requirin

Special Protection
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
PS6 (3) Access Agreements | PeSmployment Requirements
PS7 Third-Party Personnel Security
PS8 Personnel Sanctions
RA1L Risk Assessment Policy And Procedures
RA2 Security Categorization
RA3 Risk Assessment
RAS Vulnerability Scanning
RAS5 (1) | Vulnerability Scanning | Update Tool Capability
RAS (2) Vulnerability Scanning_|_Update By Frequency/Prior 1
New Scan/When Identified
RAS (4) | Vulnerability Scanning | Discoverable Information
RAS5 (5) Vulnerability Scanning | Privileged Access
RAG6 Technical Surveillance Countermeasures Survey
SAl System And Services Acquisition Policy And Procedy
SA2 Allocation Of Resources
SA3 System Development Life Cycle
SA4 Acquisition Process
SA4 (1) éc;?]ltjrii:tsion Process | Functional Properties Of Securi
SA4 (2) Acquisitipn Process | [_)esign / Implementation
Information For Security Controls
SA4 (6) é?gg:]scl:;on Process | Use Of Information Assurance
SA4 (7) Acquisition Process | NIA&pproved Protection Profiles
SA4 (9) égg\lljllcs(étslolr; I;rsoecess | Functions / Ports / Protocols /
SA4 (10) | Acquisition Process | Use Of Approved PIV Products - -
SA5 Information Systendocumentation
SAS8 Security Engineering Principles
SA9 External Information System Services - - -
SA9 (1) External Information System | Risk i i i

Assessment/Organizational Approvals
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
SA9 (2) External Information Systems | Identification Of i i i
Functions / Ports / Protocols / Services
SA10 Developer Configuration Management
SAL0 (1) Developer Configuration Management |
Software/Firmware Integrity Verification
SAl11 Developer Security Testing And Evaluation
SA12 Supply ChaiRrotection
SA15 Development Process, Standards, And Tools
SAI5 (9) Development Process, Standards, And Tools | Use G
Data
SA19 Component Authenticity
SA22 Unsupported System Components
Systems And CommunicatidPotection Policy And
SC1
Procedures
SG2 Application Partitioning
SG3 Security Function Isolation
SCG4 Information In Shared Resources -
SCE4 (2) Information In Shared Resources | Periods Processin G G G
SG5 Denial Of Service Protection - - -
SG5 (1) Denial Of Service Protection | Restrict Internal Users - - -
SC7 Boundary Protection - - -
SCG7 (3) Boundary Protection | Access Points - - -
SG7 (4) Boun_dary Protection | External Telecommunications i i i
Services
SG7 (5) BoundgryProtectlon | Deny By Default/Allow By i i i
Exception
Boundary Protection | Prevent Split Tunneling For
SC7 (7) ) - - -
Remote Devices
Boundary Protection | Route Traffic To Authenticated
SC7 (8) - - -
Proxy Servers
Boundary Protection Restrict Threatening Outgoing
SC7 (9) - . - - -
Communications Traffic
SCG7 (10) | Boundary Protection | Prevent Unauthorized Exfiltrati
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
Boundary Protection | Restrict Incoming

SC7 (11) Communications Traffic

SCG7 (12) | Boundary Protection | HodbasedProtection - - -

SG7 (13) Boundary Protection | Isolation Of Security i i i
Tools/Mechanisms/Support Components

SG7 (14) Boundary Protection | Protects Against Unauthorized i i i
Physical Connections

SGE8 Transmission Confidentiality And Integrity - -

SG8 (1) Transmission Confidentiality And Integrity | i i
Cryptographic Or Alternate Physical Protection

SG8 (2) Transmission Confidentiality And Integrity | Pre / Pos i i i
Transmission Handling

SG8 (3) Transmission Confidentiality Ahdeqgrity | i i i
Cryptographic Protection For Message Externals

SG8 (4) Transmission Confidentiality And Integrity | Conceal i i i
Randomize Communications

SC10 Network Disconnect - - -

SC12 Cryptographic Key Establishment And Management

< Cryptographic Key Establishment And Management

SC12(2) Symmetric Keys

SG12 (3) Cryptographic Key Establishment And Management
Asymmetric Keys

SC13 Cryptographic Protection

SC15 Collaborative Computing Devices - - -

SG15 (3) CollaborativeComputing Devices | Disabling/Removal i i i
Secure Work Areas

SC17 Public Key Infrastructure Certificates - -

SC18 Mobile Code

SG18 (1) Mobile Code | Identify Unacceptable Code/Take
Corrective Actions

SC18 (2) | Mobile Code |Acquisition/Development/Use

SC18 (3) | Mobile Code | Prevent Downloading/Execution

SC18 (4) | Mobile Code | Prevent Automatic Execution

SC19 Voice Over Internet Protocol (VolP) - - -

SC20 Secure Name/Address Resolution Service (Authorita i i i

Source)
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P
Secure Name/Address Resolution Service (Recursivé

SG21 . - - -
Caching Resolver)
Architecture And Provisioning For Name/ Address

SG22 : : - - -
Resolution Service

SG23 Session Authenticity - - -

SG23 (1) Session Authenticity | Invalidagession Identifiers At i i i
Logout

SG23 (3) Session _Aut_hent|C|ty| Unique Session Identifiers With i i
Randomization

SG23 (5) | Session Authenticity | Allowed Certificate Authorities - - -

SG28 Protection Of Information At Rest

SG28 (1) Protect!on Of Information At Rest | Cryptographic
Protection

SG38 Operations Security

SG39 Process Isolation

SCGA42 Sensor Capability And Data - -

SCGA42 (3) | Sensor Capability And Data | Prohibit Use Of Devices - -

St System Andhformation Integrity Policy And Procedurg

Si2 Flaw Remediation

Si2 (1) Flaw Remediation | Central Management

Si2 (2) Flaw Remediation | Automated Flaw Remediation Stg - -

Sk2 (3) Flaw Remediation | Time To Remediate Flaws / i i
Benchmarks For Corrective Actions

Sk2 (6) Flaw Remediation | Removal Of Previous Versions O
Software / Firmware

SI3 Malicious Code Protection

SI3 (1) Malicious Code Protection | Central Management - -

SI3 (2) Malicious Code ProtectigrAutomatic Updates - -

SI3 (10) | Malicious Code Protection | Malicious Code Analysis G G G

St4 Information System Monitoring
Information System Monitoring | Systeiide Intrusion

Sk (1) . - - -
Detection System

SH (2) Information Systervionitoring | Automated Tools For i i i
RealTime Analysis
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Ctrl No Ctrl Name SUSA| MUSA| ISOL/P2P

Sk (a) Information System Monitoring | Inbound And Outboy i i
Communications Traffic
Information System Monitoring | Syste@enerated

St () Alerts ) i i

SH (10) Information SysterMonitoring | Visibility Of Encrypted i i i
Communications

SH (11) Information System Monitoring | Analyze i i i
Communications Traffic Anomalies

SH4 (12) | Information System Monitoring | Automated Alerts - -

SH (14) Information System MonitoringWireless Intrusion i i
Detection

SH (15) Information System Monitoring | Wireless To Wireline i i
Communications

SH (16) Information System Monitoring | Correlate Monitoring i i
Information
Information System Monitoring | Individu@®sing

St (19) Greater Risk

SH4 (20) | Information System Monitoring | Privileged User

SH4 (21) | Information System Monitoring | Probationary Periods -

SH (22) Information System Monitoring | Unauthorized Netwo i i
Services

SH4 (23) | InformationSystem Monitoring | HosBased Devices

Si5 Security Alerts, Advisories, And Directives

SH (14) Software, Firmware, And Information Integrity | Binar
Or Machine Executable Code

SH10 Information Input Validation - -

SH1 Error Handling

SH?2 Information Handling And Retention
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APPENDIX RISK ASSESSMENT REPFEMPLATE

RISK ASSESSMENT REPORT (RAR)

<ORGANIZATION>
<SYSTEM NAME>

<DATE>
Record of Changes:
Version Date Sections Modified Description of Changes
1.0 DD M YY Initial RAR

System Description

The System Name/Unique Identifieconsists of System Descriptiorprocessing@lassification Level
data. The risk categorization for this system is assessedgasModerate_owLows.

< SystenName/Unique ldentifierts locatedkinsert physical environment detail$he systernxlist all

system connectionsand in®r2 Yy y SO A2y asx 2NJ adl S aKI arhisigste®2 yy SO0
is used foxsystem purpose/functionim, support of peformance on the kst all program and/or contract
information> The systergprovide angystemspecifiadetails, such as Mobility>

The Information Owner tsinsert POC information, including address and phone number>.

Thelnformation System Security Magex (SSMis <insertPoint of ContactRO¢information, including
address and phone number>.

Thelnformation System Security Offig€sSQis <insert POC information, including address and phone
number>.

Scope

The scope of this risk assessmentisfoeuse2 Yy (KS aeadsSyQa dzaS 2F NBaz2dz2ND
vulnerabilities exploitable by threat agents (internal and external) identified durifRjgské/anagement
FrameworkRMBO2 y G NBf &St SOlA2y LINRPOS&aax o6lFlaSR 2y (KS ae

Thisini Al f FaasSaavySyd sAff 6S I ¢ASNI o 2NJ GAYF2NNI GA;
comprehensive of all threats and vulnerabilities to the system, this assessment will include any known

risks related to the incomplete or inadequate implema¢ion of theNational Institute of Standards and

Technology (NIST) Special Publication8@&Fj3 controls selected for this system. This document will be

updated after certification testing to include any vulnerabilities or observations by the independent
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assessment team. Data collected during this assessment may be used to support highsk leve
assessments at the mission/business or organization level.

<ldentify assumptions, constraints, timeframe. This section will include the following information:
1 Range or scope of threats considered in the assessment
1 Summary of tools/methods used tasare NIST SP 868 compliance
1 Details regarding any instances of rammpliance
1 Relevant operating conditions and physical security conditions

1 Timeframe supported by the assessment (Example: saelgignt changes that are anticipated
before the autharation, expiration of the existing authorization, etc.).>

Purpose

<Provide details on why this risk assessment is being conducted, including whether it is an initial or other
subsequent assessment, and state the circumstances that prompted the assdssameple: This initial

risk assessment was conducted to document areas where the selection and implementation of RMF
controls may have left residual risk. This will provide security control assessors and authorizing officials an
upfront risk profile.>

RiskAssessment Approach

This initial risk assessment was conducted using the guidelines outlinedNiSTh&P 88D, Guide for
Conducting Risk AssessmeAtsSELECT QUALITATIVE / QUANTITATIVERIUBEMITATIVEpproach

will be utilized for this assessmt. Risk will be determined based on a threat event, the likelihood of that
threat event occurring, known system vulnerabilities, mitigating factors, and consequences/impact to
mission.

The following table is provided as a list of sample threat sourseghld table to determine relevant
threats to the system.

Table 1: Sample Threat Sources (see NIST &P &l(complete list)

TYPE OF THREAT SOURCE DESCRIPTION
ADVERSARIAL Individuals, groups, organizations, or states

- Individual (outsider, insider, trusted, privileged) | 0 KI & &S8S1 G2 SELX 2Ad
- Group (aehoc orestablished) dependence on cyber resources (e.g.,
- Organization (competitor, supplier, partner, information in electronic form, information an

customer) commnunications, and the communications ar|
- Nation state information-handling capabilities provided by

those technologiey.
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TYPE OF THREAT SOURCE

DESCRIPTION

ADVERSARIAL
- Standard user
- Privileged user/Administrator

Erroneous actions taken by individuals in the
course of executing everyday responsibilities

STRUCTURAL
- IT Equipment (storage, processing, comm., disp

Failures oéquipment, environmental controls
or software due to aging, resource depletion

or other circumstances which exceed expect
operating parameters.

sensor, controller)
- Environmental conditions
1 Temperature/humidity controls
1 Power supply
- Software
9 Operating system
1 Networking
1 Generalpurpose application
1 Missionspecific application

Natural disasters and failures of critical
infrastructures on which the organization
depends, but is outside the control of the
organization. Can be characterized in terms
severity and duration.

ENVIRONMENTAL

- Natural or marmade (fire, flood, earthquake, etc
- Unusual natural event (e.g., sunspots)

- Infrastructure failure/outage (electrical, telecomn

Thefollowing tables from the NIST SP -800were used to assign values to likelihood, impact, and risk:

Table 2: Assessment Soalekelihood of Threat Event Initiation (Adversarial)

Qusitve | SemQuerttate

Very High | 96-100 10 Adversary ialmost certairio initiate the threat event.
High 80-95 8 Adversary ikighly likelyto initiate the threat event.

Moderate | 21-79 5 Adversary isomewhat likelyo initiate the threat event.
Low 5-20 2 Adversary iginlikelyto initiate the threat event.

Very Low 0-4 0 Adversary ihighly unlikelyo initiate the threat event
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Table 3: Assessment Saalskelihood of Threat Event Occurrence (fdduersarial)

Qualitative | SemiQuantitative

Values Values Description
Very High | 96100 10 Error, accident, or act _of natureaknost certairto occur; or
occursmore than 100 times per year
, Error, accident, or act of naturehighly likelyto occur; or occurs
High 80-95 8 between 10100 times per year
Moderate 2179 5 Error, accident, or a(?t of naturesemewhat likelyo occur; or
occurshetween 110 times per year
Error, accident, or act of natureunlikelyto occur; or occurkess
Low 5-20 2
than once a yeahut more than once every 10 years
Error, accident, or act of naturehigghly unlikelyo occur; or
VeryLow | 0-4 0 occursless than once every 10 years

Table 4: Assessment Socalenpact of Threat Events

Qualitative | SemiQuantitative

Values Values Description

The threat event could be expected to haveltiple severe or
catastrophiadverse effects on organizational operations,
organizational assets, individuals, other organizations, or the
Nation.

Very High | 96-100 10

The threat event could be expected to ha\sewere or
catastrophiadverse effect on organizational operations,
organizational assets, individuals, other organizations, or the
Nation.A severe or catastrophic adverse effect means that, for
example, the threat event might: (i) cause a severe degradit
High 80-95 8 or loss of mission capability to an extent and duration that the
organization is not able to perform one or more of its primary
functions; (i) result in major damage to organizational assets;
result in major financial loss; or (iv) resuls@vere or catastrophic
harm to individuals involving loss of life or serious life threaten
injuries.
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Qualitative
Values

SemiQuantitative

Values

Description

Moderate

21-79

The threat event could be expected to hawsedousadverse
effect on organizational operations, organizational assets,
individuals ther organizations, or the NatioA.serious adverse
effect means that, for example, the threat event might: (i) caus
significant degradation in mission capability to an extent and
duration that the organization is able to perform its primary
functions,but the effectiveness of the functions is significantly
reduced,; (ii) result in significant damage to organizational asse
(iii) result in significant financial loss; or (iv) result in significant
harm to individuals that does not involve loss of lifsayious life
threatening injuries.

Low

5-20

The threat event could be expected to haJarited adverse
effect on organizational operations, organizational assets,
individuals other organizations, or the Nation. A limited advers
effect means that,dr example, the threat event might: (i) cause
degradation in mission capability to an extent and duration tha
the organization is able to perform its primary functions, but the
effectiveness of the functions is noticeably reduced; (ii) result i
minor damage to organizational assets; (iii) result in minor final
loss; or (iv) result in minor harm to individuals.

Very Low

0-4

The threat event could be expected to haveegligibleadverse
effect on organizational operations, organizational assets,
individuals other organizations, or the Nation.

Table 5: Assessment Soaleevel of Risk

Qualitative
Values

SemiQuantitative

Values

Description

Very High

96-100

10

Threat event could be expected to hawmaltiple severe or
catastrophiadverse effecten organizational operations,
organizational assets, individuals, other organizations, or the
Nation.

High

80-95

Threat event could be expected to haveemere or catastrophic
adverse effect on organizational operations, organizational as
individuals, other organizations, or the Nation.

Moderate

21-79

Threat event could be expected to haveesiousadverse effect
on organizational operations, organizational assets, individual
other organizations, or the Nation.

Low

5-20

Threat evehcould be expected to havdimited adverse effect
on organizational operations, organizational assets, individual
other organizations, or the Nation.
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Qualitative | SemiQuantitative

Values Val

Description
ues

Very Low 04

Threat event could be expected to haveegligibleadverse effect
0 on organizationabperations, organizational assets, individuals,
other organizations, or the Nation.

Table 6: As

sessment Soaleevel of Risk (Combination of Likelihood and Impact)

Likelihood (That
Occurrence Results i

Level of Impact

Adverse Impact) Very Low Low Moderate High Very High
Very High Very Low Low Moderate High Very High
High Very Low Low Moderate High Very High
Moderate Very Low Low Moderate Moderate High
Low Very Low Low Low Low Moderate
Very Low Very Low Very Low Very Low Low Low
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Risk Assessment Approach

Determine relevant threats to the system. List the risks to system in the Risk Assessment Results table below anetldetailt tmtigating
factors and controls. Refer to NIST SREDfbr further guidance xamples, and suggestions.

Risk Assessment Results

Vulnerabilities / Security Likelihood Impact Risk
Threat Event Pred|spo§|r!g Mitigating Factors Control(s) (Tables 2 & (Table 4) | (Tables 5 & 6
Characteristics 3)
e.g. Hurricane Power Outage | Backupgenerators PE12 Moderate Low Low

* Likelihood / Impact / Risk = Very High, High, Moderate, Low, or Very Low

Signature
Government Information Owner

Printed Name, Titlend Phone Number

Note: Information Owner acknowledgment is only provided if necessary or required@/AfQ (Examples: Legacy Operating Systems, Risk
concerns raised based on the results of the RAR, deviations fro@3#eseline etc.)

Page |81



DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

APPENDIR: RSK MANAGEMENT FRAMXERK
SECURITALANSUBMISSION AND CERJIATION
STATEMENT

To: DefenseCounterintelligence and Security Age(lDgSA
27130 Telegraph Road
Quantico, VA 22134

SubjectRsk Management FrameworkMIR) SecurityPlanSubmission and Certification Statement

Facility Name: CAGE Code:

Address:

ISSM Name:

ISSM Phone:

System Name

Note: The System Name must follow the DCSA guidance for the National Industrial Security Program (NISP)
Enterprise Mission Assurance Support Service (eMASS) SystentNDataig provided in thelSP e MAS Sdistry
Operation GuideExample: 1234SUSAGAUNTLET

By submitting this securiplan, | am providing formal certification that the requirements and
implementation procedures listed within the RS#eurity plarare in accordance with National Industrial
Security Process Manual (NISPOM), National Institute of Standards and Technology (NIST) Special
Publication (SP) 8€&B, and theDCSMssessment and Authorization Manual (DAAPM). | certify that all
security controls and protection measures as describ#teicompletedolanand supporting artifacts

have been implemented. | understand that failure to comply with the above conditions could result in the
withdrawal of authorization. Any items that do not meet all NISPOM and DAAPM requirements will be
addressedn a Plan of Action and Milesta@OA&M).

By signing below, I certify that the information provided is true and correct. | understand that the United
States Code (Title 18, section 1001) provides that making willful false official statements omgpaceali
material fact is a felony which may be punished by fine or imprisonment or both.

Thank You,

ISSM Signature Date
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APPENDIK INFORMATION SYSTEREREITY
MANAGERPPOINTMENT LETTER

MEMORANDUM FOR RECORD

SUBJECT: Information SystecuB8g Manager (ISSM) Appointment
References:

a. Department of DefensdpD 5220-22-M, National Industrial Security Program Manual
(NISPOM)Incorporating Change 2, May 18, 2016.

b. Defense Counterintelligence and Security AgéDCBA Assessment andluthorization
Manual (DAAPM) v2.March9, 2020.

1. Effective immediately]NSERT NAME appointed to the ISSM in support ¥$SERT FACILITY
NAME, [INSERT CAGE CPDE

2. The ISSM will acquire and maintain the appropriate knowledge in accordanbdSRMONChapter
8, Sectiorl03 and DAAPM, section 3Required training depends on the complexity and scope of
the systems managed by the ISSM and associated responsibilities

3. | confirm that the above named individual meets the qualifications requiren/érsight of the
system security program and policies.

4. The ISSM shall perform the duties and responsibilities as outlined in the above cited references to
ensure the appropriate operational security posture is implemented and maintained.

5. This appoinhent will remain in effect from the date noted above until rescinded in writing, the ISSM
is found not competent, or the individual is replaced.

The point of contact for this action is the Facility Security O{f&®D)[INSERT NAME], at [INSERT
PHONBUMBER and EMAIL].

FIRSTNAME LASTNAME Signature Date
FSO/anotheKey Management Personn&IMB or Program Manager

ISSM Acceptance of Appointment Requirements

FIRSTNAME LASTNAME Signature Date
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HARDWARE LIST
Device/System Serial Memory/Media | Clearing/Destruction
Name Type Manufacturer/Model Number Size & Type Procedure
e.g. Desktop #1 | PC Dell OptiPlex 755 1HS36H1
e.g. Desktop #2 | PC Dell OptiPlex 755 1HS36K6
e.g. Printer Color | HP 8500 KLH2315

1 Provide a unique identifier (e,gerial number, barcode) for any device that retains classified
information when all power is removed.

1 List the size/capacity of any memory or media that retains classified information when all power
is removed.

9 If the device has all volatile memory, specify Power Off in this column. If more lengthy
sanitization or writeprotection methods are usedgference the artifacthat includes the
sanitization or writeprotection procedures.

] Note: The Hardware List mustlude all security relevant hardware.
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APPENDI& SOFTWARE LIST

SOFTWARE LIST
Manufacturer Software Name Version Purpose
e.g. Microsoft Windows 10 o/s
Antivirus, malicious
e.g. Symantec Endpoint Protection 14| 14.2.1031.0100 code, endpoint
protection
e.g. Adobe Reader 11.0 Office automation

Note: The Software List must include all security relevant software. Reference Appen@io&SaM
Supplemental Guidance.
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APPENDIM: SYSTEM DIAGRAM/NETRYOTOPOLOGY

SYSTERMIAGRAM/NETWORK TOBGY

Printer

Note: A system diagram/network topology must be provided for the system (e.g., data flows, storage,
workstations, etc.).
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APPENDIX RECORD OF CONTROARHA

RECORD OF CONTROARHA (DSF$RML47, APR 00

RECORD OF CONTROLLED AREA
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Note: AForm147 is not required for a Restricted Area.
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AUTHORIZATION ANODEHRNG FORM

<SYSTEM NAME>

INFORMATION SYSTRBCESS AUTHORIZATION AND BRIEFING FORM

Printed Name: Phone:

I have the necessary clearancedocess to the following classified system: <SYSTEM NRdVHE>

system user, | understand that it is my responsibility to comply with all security measures necessary to

prevent any unauthorized disclosure, modification, or destruction of informationrdspunsible for all
actions takenundermy account gAff y20d FAdGSYLW G2 aKIFO1¢ GKS
gain access to data to which | do not have authorized addesge read or will read all portions of the
security plarpertaining tomy level of responsibilities and agree to the following:

1.
2.

10.
11.

12.
13.
14.
15.

Protect and safeguard all information in accordance with the seglaity

Fulfill the responsibilities detailed in tbefense Counterintelligence and Security Agency

Assessment and Authorizati®nocess Manual (General UgeSection 3.10).

Protect all media used and generated on the system by properly classifying, labeling,
controlling, transmitting and destroying it in accordance with security requirements and

security classification guide.

Praect all data viewed on the screens and/or outputs produced at the level of system

processing until it has been reviewed.

Process only data that pertains to official business and is authorized to be processed on the

system

Use the system for performingsigned duties, never personal business.

Report all security incidents or suspected incidents to the Information System Security
Manager (ISSM) or design@dis includes any indication of intrusion, unexplained
degradation or interruption of services,the actual or possible compromise of data or file

access controls.

Discontinue use of any system resources that show signs of being infected by a virus or

other malware and report the suspected incident.

Challenge unauthorized personnel that appear in \aogla.

Ensure that access is assigned based on ISSMfandation System Owner (IS&pproval.

Notify the ISSM if access to system resources is beyond that which is required to perform

your job.

Attend user security and awareness training annually arad/oequired by the ISSM.

Coordinate user access requirements, and user access parameters, with ISSM and 1SO.

Safeguard resources against waste, loss, abuse, unauthorized users, and misappropriation.

Sign all logs, forms and receipts as required.
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16. Obtain pemission from the ISSM or designee prior to adding/removing/reconfiguring/ or
modifying any system hardware or software.

17. Comply with all software copyright laws and licensing agreements.

18. Ensure all files and media are checked for viruses and maliciausdingj a current virus
detection tool prior to, or at the time of introduction to a system.

19. Prevent normauthorized personnel from accessing the system and/or data.

20. Notify the ISSM or designee when access the system is no longer needed (i.e., transfer,
termination, leave of absence, or for any period of extendedusa).

21. Only perform data transfers if authorized by the I98®uthorized, Data Transfer Agent
(DTA) appointment letter and training will be executedddition, all data transfers will be
performed in accordance with authorized procedures.

22. Follow guidelines regarding the explicit restrictions on the use of social media/networking
sites and posting organizational information on public websites.

23. Comply with the following password requiremg&nt

a. Protect system passwords commensurate with the level of information processed on
the system and never disclose to any unauthorized persons.

b. Report suspected misuse or compromise of a password to the ISSM or designee.

c. Report discovery of unauthorized yupessession, or downloading of a password
cracking tool to the ISSM or designee.

d. Select a password that is a minimum of 14-blamk characters. The password will
containa stringof charactershat doesnot includethe dza Saddauntnameor full
name The password includesne or more characterdrom at least3 of the following
4 classeslUppercaselowercasenumerica) and specialcharacters.

e. If access is granted to a Generic/Group account, document actions in a manual log (or
other approved method) tensure individual user accountability.

| understand that all of my activities on the system are subject to monitoring and/orFaillite to
comply with the above requirement will be reported and may result in revocation of system access,
counseling, diciplinary action, discharge or loss of employment, and/or revocation of security clearance.

User Signature Date
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FOR SECURITY AND ADMINISTRATOR USE ONLY
5 Employe@ Visitor / Company:

Visit request expires on:

Clearance/ Special Briefings:
Verified By:
Account Name: Date Added:

Other, Access/Privileges, or Comments:

ISSM or designee Signature Date

Note: TherformationSystemAccess Authorization and Briefing Form is a template. Industry should
modify the template to comply with contractual requirements and include specific Rules of Behavipr that
are necessary to secure the system.
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APPENDIK INFORMATIORYSTENPRIVILEGED ACCESS
AUTHORIZATION ANODEHRNG FORM

<SYSTEM NAME>
INFORMATION SYSTEM PRIVILEGED ACCESS AUTHORIZATION AND BRIEFING FORM

Printed Name: Phone:

I have the necessary clearance for PRIVILEGED access to the following glatsifiedkSYSTEM

NAME=>As a privileged user, | understand that it is my responsibility to comply with all security measures
necessary to prevent any unauthorized disclosure, modification, or destruction of information. | am
responsible for all actions takeinder my account. gA €t y24 FGdGdSYLWG G2 aKIOYé
connected systems, or gain access to data to which | do not have authorizedldwessead or will

read all portions of theecurity plarpertaining to my level of responsibilities aagtee to the following:

1. Protect and safeguard all information in accordance with the seqleity

2. Fulfill the responsibilities detailed in tbefense Counterintelligence and Security Agency
Assessment and Authorization Process Manual (Privileged Beetion 3.9).

3. Protect all media used and generated on the system by properly classifying, labeling,
controlling, transmitting and destroying it in accordance with security requirements and
security classification guide.

4.  Protect all data viewed on the sens and/or outputs produced at the level of system
processing until it has been reviewed.

5.  Process only data that pertains to official business and is authorized to be processed on the
system

6. Use the system for performing assigned duties, never perbasailess.

7. Report all security incidents or suspected incidents to the Information System Security
Manager (ISSM) or design@dis includes any indication of intrusion, unexplained
degradation or interruption of services, or the actual or possilepromise of data or file
access controls.

8.  Discontinue use of any system resources that show signs of being infected by a virus or
other malware and report the suspected incident.

9. Challenge unauthorized personnel that appear in work area.
10. Ensure that acas is assigned based on ISSMIafatmation System Owner (IS&pproval.

11. Notify the ISSM if access to system resources is beyond that which is required to perform
your job.

12. Attend user security and awareness training annually and/or as required bylhe ISS
13. Coordinate user access requirements, and user access parameters, with ISSM and 1SO.
14. Safeguard resources against waste, loss, abuse, unauthorized users, and misappropriation.

15. Sign all logs, forms and receipts as required.
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16.

17.
18.

19.
20.

21.

22.

23.

24.
25.

26.

27.

Obtain permission from the 1ISQividesignee prior to adding/removing/reconfiguring/ or
modifying any system hardware or software.

Comply with all software copyright laws and licensing agreements.

Ensure all files and media are checked for viruses and malicious logic using a current virus
detection tool prior to, or at the time of introduction to a system.

Prevent norauthorized personnel from accessing the system and/or data.

Notify the ISSM or designee when access the system is no longer needed (i.e., transfer,
termination, leave of absee, or for any period of extended nase).

Only perform data transfers if authorized by the ISS®ithorized, Data Transfer Agent
(DTA) appointment letter and training will be executedddition, all data transfers will be
performed in accordanoeith authorized procedures.

Follow guidelines regarding the explicit restrictions on the use of social media/networking
sites and posting organizational information on public websites.

Receive approval and direction from the ISSM or designee prior t@addioving users to
the Domain Administrators, Local Administrator, or Power Users group.

Receive approval and/or specific guidance prior to allowing user to access the system.

Use the special access or privileges granted to me ONLY to perform auttasikzeokt
mission related functions only.

Comply with the following password requirements:

a. Protect the root password and/or authenticators at the highest level of data it
secures.

b. NOT share the root password and/or authenticators with individuals who are not
authorized access.

c. Protect system passwords commensurate with the level of information processed on
the system and never disclose to any unauthorized persons.

d. Report suspected misuse or compromise of a password to the ISSM or designee.

e. Report discovery afnauthorized use, possession, or downloading of a password
cracking tool to the ISSM or designee.

f. Select a password that is a minimum of 14-htamk characters for neprivileged
accounts and 15 characters in length for privileged accounts. The pasgiord
containa stringof characterghat doesnot includethe dz& Saddauntnameor full
name The password includese or more characterdrom at least3 of the following
4 classesUppercaselowercase numerica) and specialcharacters.

g. If access igranted to a Generic/Group account, document actions in a manual log (or
other approved method) to ensure individual user accountability.

Use my privileged user account for official administrative actions.ONLY
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I understand that all of my activities tre system are subject to monitoring and/or auBgilure to
comply with the above requirement will be reported and may result in revocation of system access,
counseling, disciplinary action, discharge or loss of employment, and/or revocation of stzandtyce.

User Signature Date

FOR SECURITY AND ADMINISTRATOR USE ONLY
3 Employe@ Visitor / Company:

Visit request expires on:

Clearance/ Special Briefings:
Verified By:
Account Name: Date Added:

Other, Access/Privileges, or Comments:

ISSM or designee Signature Date

Note: ThernformationSystemPrivileged Access Authorization and Briefing Form is a tenipthistry
should modify the template to comply with contractual requirements and include specific Rules of
Behavior that are necessary to secure the system.
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APPENDIX UPGRADE/DOWNGRABROCEDURE
RECORD

UPGRADE/DOWNGRADEECHDURE RECORD

UPGRADE DOWNGRADE
Procedures: Procelures:

1. Clear area of unauthorized 1. Verify classified material has beer
persons and verify classified removed from printers.
processing sign is posted. 2. Verify classified hard drives and

2. Obtain classified media from media are removed and properly
approved storage. stored.

3. Inspect Security Seals. 3. Shutdown/power down system

4. Install classified drives. for 30 seconds.

5. Boot system. 4. Document downgrade action.

6. Document upgrade action.

Component or

Date Time Person Date Time Person
Systemi#

Note: The Upgrade/Downgrade Procedure Record is a tempthistry should modify the template to
comply with any additional and/or contractual requirements necessary to secure the system.
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APPENDIM: SECURITY SEAL LOG

SECURITY SEAL LOG

Seal
No.

Date Seal
Applied

Seal Location

Name/Signature of
Person Applying
Seal

Date Seal
Broken

Signature of
Person
Breaking Seal

Reason for
Seal Breaking

Note: If applicable, the Security Sezd template can be used to capture tamper seal recéjuisroved
tamperproof, prenumbered seals should be used on hardware components anytime the hardware
be subject to access by uncleared personnel (e.g., used forpeoicessing, in restriaeareas, mobile
systems, printers or relocation).
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APPENDIN: MAINTENANCE, OPERIIBYSTEM, &
SECURITY SOFTWARENGH LOG

MAINTENANCE, OPERGTSYSTEM & SECUBORTWARE CHANGE LOG

Date System Component ID Description of Person PCL Escort
Device Number Actions (Company if
Description applicable)

Note:All entries must include date, description of action, and person taking action. Company of pgrson
performing action is only required if they are not an employee. Esmalyt issted when the performing
person does not have the requisite clearances and/or-tde€dow. Personnel Security Clearance (PCL)
must be included for entries involving changes to hardware or software. Hardware changes must |nclude
system/device desption, ID number, and clear/sanitize actions if applicable

The Maintenance, Operating System & Security Software Change Log is a.terdpkity should modify
the template to comply with any additional and/or contractual requirements necessaryre thec
system
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APPENDI®: DATA TRANSFER PRQBEHS

Data Transfers
There are three types of data transfers:

a. Lowto-Highg A transfer from a lower classification system to a higher classification system (e.g.,
antivirus updates, patchingjstall/update software, etc.)

b. Highto-Highc A transfer between systems of the same classification.

c. Highto-Lowc A transfer from a higher classification system to a lower classification spstem
Highto-Low data transfer is also defined asf@suredrile Transfer (AFT)

All data transfers require a Data Transfer Agent (IDIIA)s must be appropriately trained and appointed
in writing The number of DTAs should be kept to a minimum.

All data transfers must be tracked to include date, originator magingest, filename, file format type,
classification level, source, destination systems, number of copies created, and DTA performing the
transfer All data transfers can be maintained in one log, as long as the type of data transfer is clearly
annotated.

Highto-Low data transferalsorequire Two Person Integrity (THIPI requires that all actions involve the
presence of two authorized individualBherefore, two authorized individuals must be physically present
during the entire data transfer procesd/hen logging these types of transfers, both the DTA performing
the transfer and individual verifying the transfer must be tracked.

Note: The hformation Owner ) may leverage additional requirements for data transfers and putting
classified inform@on on removable media. In these instances, Industry must follow the 1O
supplementary requirements.

Lowto-High and Higho-High transfers require

a. Logging transfers (e.g., Secret to Top Secret, Unclassified to Secret, Secret (Program A) to Secret
(Progam B), etc.).

b. Performing two virus/malware scans. The first scan is performed once the files is downloaded to
the media on the originating system. The second scan is performed on the media in the target
system prior to uploading the file to the system. Wipessible, use virus/malware scanning
products from different vendors.

c. Testing of the writgorotect mechanism. Once media is introduced, the capability to write to the
media must be tested to ensure the media is wpitetected. If the test fails, the me&dmust be
classified at the higher classification level.

Highto-Low transfer requires

a. AO approved AFT procedures and authorized file types/formats.
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b. AO approval for use of automated tools or a manual transfer process/checklist, to include any 10
requirements.

c. Log for transfers from a higher classified system to a lower classified system (e.g., Secret to
Unclassified, Top Secret to Secret, etc.) with a documented mission justification.

d. As a community best practice, use of an automated reviewrtdielu of a manual transfer
process (e.g., checklist).

Defense Counterintelligence and Security Agency (REFAHigiT o-Low) Procedures

Conducting manual data transfers between security domains can be a time consuming, labor intensive
process, and mudte done methodically and accurately to assure integrity of the source information, to
ensure that only the data identified for transfer is transferred, to prevent introduction of malicious
software, and to prevent data spills. Careless methods, shoréawts)ntrained users have compromised
sensitive and classified information vital to national security, mission success, and operational processes.

AFT procedures are established to mitigate the risks associated with all aspects of this activity and are
conducted by individuals trained in the risks associated with transferring data between disparate security
domains. The DTA is responsible for understanding the risks involved in data transfers and following AFT
procedures to ensure any potential risk is mathduring the download and transfer process. The

subject matter expert (SME) is an individual knowledgeable of the program and the classification of
information associated with it, and is responsible for ensuring the file is reviewed and sanitized of all
programrelated data.

For every file type or format, there are countless unique transfer procedures developed by industry and
governmentDCSAas provided the AFT procedures and authorized file types below. Regardless of the
file format or procedure usedhere are requirements common to all general media and electronic
transfers:

a. The file types/formats and transfer procedures must be authoriz&08/Aand documented in
the security plan

b. Target media must be factory fresh.
c. All media must be scanned foruges with the latest definitions prior to starting an AFT.

d. A comprehensive review must be performed to ascertain the sensitivity and classification level of
the data.

e. Classified path/file embedded links and/or classified path/file names are not usedrwe er
target files.

f.  The compilation of all files on the target media does not cause an increased classification level
due to aggregation.

g. Files are transferred using a known, authorized utility or command.

h. Target media is verified to contain only inteddsource files.
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i. Files are verified on target media to contain the correct sensitivity of information and/or level of

unclassified or lower classified information.

] The target media displays the appropriate security classification label.

k. An administrativeacord of the transfer is created and maintained.

If the ISSM is unable to implement DESA-ile/Type Formats and Authorized Proceduresséueirity
planmust include a description of the file format and/or procedure usealddiition to AO approval, a
rigorous review is required prior to granting exceptions to the ufsC&Muthorized File Type/Formats

and/or Procedures.

Printing eliminates the vulnerabilities associated with electronic media. Printing selected data and

performing a comprehensive review by a SME is not considered an AFT. Once media is printed and a

comprehensive review is conducted, the NISPOM Chapter 4 marking guidance must be followed.

Format Type

ASCII

DCSAuthorized File Type/Formats

Explanation

ASClHormatted information is essentially raw text like
the text in this document. Many applications have th
ability to export data in ASCII or text format. Progran
source code, batch files, macros and scripts are stra
text and stoed as ASCII files. ASCII files may be rea|
with any standard text editor.

Common Fil&xtensions

Ixt .dat .c .for .fil .asc .ba
Note: This is not an all
inclusive list. If a file
cannot be read with a
standard text editor, try
changing the extension tq
Ixt. If the file stilcannot
be read with a text editor,
it is most likely not an
ASCII file.

Hypertext Markup

The document format used on the World Wide Web.
Web pages are built with HTML tags (codes) embed

in the text. HTML defines the page layout, foats] .html .htm
Language (HTML) graphic elements, as well as the hypertext links to of
documents on the Web.
Joint Photographic | JPEG (pronounced jpgg): An ISO/ITU standard for
Experts Group compressing still images that is very popular due to |.jpg
(JPEG) high compresibility.
A Windows and OS/2 bitmapped graphics file formal
. is the Windows native bitmap format. Every Window
Bitmap (BMP) application has access to the BMP software routineg -bmp
Windows that support it.
Graphics . L
Interchange Formal Apopular bitmapped graphics file format developed oif

(GIF)

CompuServe.
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Executable programs may not be transferiite source code (ASCII text) may be reviewed/transferred to
a lower level system then-empiled into executable code.

DCSAAFT (Higho-Low) Procedures (WindowBased)

a. The target media must be factory fresh.
b. The procedure must be performed by a Data Transfer Agent (DTA).

c. If multiple files are being transferred, create a designated directory for the transfer using the DOS
Make Directorgommand (md [drive:] path) or the new folder command under Windows Explorer.
(Rationale: This will establish an empty directory which helps ensure that only intended files are
transferred).

d. If multiple files are being transferred, transfer all files ihenewlycreated directory.

e. As ageneral rule, files should be converted to one of the acceptable formdxCB4kuthorized
File Type/Formats), then reviewed. Drawings and presentation type files (e.g., PowerPoint,
Publisher, and Visio) are exception. These types of files within their native application may have
layers of information (e.g., text on top of graphics, or multiple graphics layers). Once exported into
one of the authorized graphic formats (e.g., .bmp, .jpg, .gif), the layebe wikrged together and
will not be editable to remove any higher classified information. To review these files, use the
native application used to generate the file. Ensure that every page, chart, slide, drawing etc., of
the file is examined. Within eachge, chart, slide, drawing, etc., ensure that all layers are reviewed
by ungrouping and moving objects around so everything is visible. Some applications may also have
information in headers and footers, notes pages, etc. Below is a detailed procedanddming
one of the more commonly used presentation/graphic applications (Review of MS Word and MS
Excel files can follow the same instructions), but some items will not apply. Depending on
application versions, the menu selections may differ.

PowerPoint

- Review headers and footers. Click on Header and Footer under the View menu. Click on
and review both the Slide and the Notes and Handouts tab.

- Review the master design for the file. Click on Master under the View menu. Select and
review each of the Mastser(Slide, Title, Handout, & Notes).

- For each slide, click on Edit and Select All. Once all objects are selected, click on Draw
(bottom left of screen), and then Ungroup until the Ungroup option is no longer available
(grayed out). Press the tab key to m#leach object (delineated by a box around a
graphic or text) in the slide. If an object is outlined but not visible, move it, bring it
forward, or change its color until it is visible, or delete it. Repeat this process for each
object in the slide. Fomebedded objects, such as a graph created from an excel file,
right click the worksheet object and select Edit Data. Use this process to find and delete
all higher classified information
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- After the review and edit is complete, save the information in dnilesoauthorized
formats. Click on File Save As under the File menu. Select ond>a@$#euthorized
formats from the dropdown menu of Save As Type.

f. If any files are not in one of the following five formats, ASCIl/Text, HTM/HTML, JPEG, BMP, GIF,
convertit to one of these formats.

- Spreadsheet and database files must be exported as an ASCII text files.

- The graphics files within HTM/HTML files must be saved separately as JPG files. HTML
files by themselves are text information and may be treated as assthAGClI file
format.

- Executable programs may not be transferred. The source code (ASCII text) may be
reviewed/transferred to a lower level IS thercampiled into executable code.

g. Review the files using a compatible application. Review all the filemgjudt random samples.

BMP and JPG files may be reviewed with a graphics file viewer such as MS PhoBirediGiF
files may contain a 3D/animation/mdyftage image, you must use a program that will show all
the information stored in GIF files. énmiet Explorer or Netscape can be used. MS Photo Editor
will not display all the frames (images) and therefore is not adequate to view GIF files.

For ASCII text, the preferred application for reviewing is NotePad. However, these applications
have file sizémitations. If the file cannot be opened with NotePad, use MS Word (see below).

After completion of the review, remove all encoded formatting created by previous editing with
MS Word. On the File menu, click Save As (Selected Approved Format) ti8avelick

Review remaining ASCII files not viewable with NotePad with MS Word:

- Ensure all hidden text and codes are viewable. Click Options on the Tools menu, click the
View tab, then select every option under the Show section anmhdér the Formatting
Marks section.

- Verify all Tracked changes (Revisions in MS Word) are viewable. Click on Track Changes
then Highlight Changes under the Tools menu. If Enabled, Disable the Track changes
while editing. Enable the Highlight changes oaat

- Review the Summary and Contents sections of the file properties. Click Properties on the
File menu, and then click on the Summary and Contents tabs.

- Review headers and footers. Click on Header and Footer under the View menu. Headers
will be displayeat the top of each page; any footers will be displayed at the bottom of
each pagelf a document has multiple Sections, each Section may have different headers
and footers.
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- Review comments. Click on Comments under the View menu. A comments pane will be
displayed at the bottom of the screen. If Comments is grayed out under the View menu,
this means there are no comments within the document.

- Review footnotes: Click on Footnotes under the View menu. If footnotes are grayed out
under the View menu, this meatigere are no footnotes within the document. If
footnotes are not grayed out, there are footnotes. If you are displaying the document in
Normal layout or Web Layout, a footnote pane will appear at the bottom of the screen. If
you are displaying the documeintPrint Layout, footnotes will already be visible at the
bottom of each page, or at the end of the document.

- Review the entire contents of the file including all Sections. All embedded objects except
dipart and WordArt must be deleted. When reviewirigatt, WordArt and text boxes,
ensure there is no information hidden behind these objects. Embedded objects may be
opened and saved separately prior to deletion. Each separately saved object is subject to
this procedure prior to transfer.

- When you are fished reviewing the file, ensure all hidden deleted information from Fast
Save operations is removed. On the File menu, click Save As (Selected Approved Format),
then click Save. Also, if the file is not yet in one of the acceptable file format typets, sele
one of theDCSAapproved formats from the dregown menu of Save As Type.

For all file formats, verify the source and target files names are not classified.

h. Use the standard save or transfer command or utility (e.g., drag and drop, copy, etc.) & transf
the files to the target media.

i.  Write-protect the media (physical or software) as soon as the transfers are complete.
. Verify (dir/s [drive]: or Windows Explorer) that only intended files were transferred.

k. Compare the files that were transferred to theigmmals [fc (pathnamef/filename) drive:
(path/filename)].

I.  Apply the appropriate security classification label to the target media.

m. Create an administrative record of the transfer and maintain with your audit records. The record
must specify the data beingleased, the personnel involved, and the date.

DCSMAFT(Highto-Low)Procedurs (UnixBased)

These procedures should be tailored for the local environment. In particular, the Unix commands listed
herein are for illustration only and must be modifiecdtzount for the Unix version, hardware
configuration, and software installation specifics.

a. The target media must be factory fresh.

b. The procedure must be performed by a DTA.
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c. If multiple files are being transferred, create a designated source directdaheftransfer using
the Unix make directory command (mkdir directory_name) (Rationale: This will establish an empty
directory which helps ensure that only intended files are transferred).

d. If multiple files are being transferred, transfer all files intorieely created directory.
e. Verify the source and target files names are not classified.
f. View the contents ddll filesin the designated directory, not random samples.

For text files use software that displays the entire contents of the file. (e.g., Ha=} Ady
unintelligible data is assumed to be classified at the authorized IS level.

For graphics or movie files, review the files using an appropriate file viewer. Ensure that the file
format does not include internal annotations or other additional dafésent, this information

can only be viewed with a specialized viewer, and poses a significant threat of inadvertent
disclosure).

For nontext files, the sensitivity or classification of rert and norgraphics files cannot
generally be determined thiout intensive technical analysis. Such files must be assumed to be
classified. Files in this category include binary database files, compressed archives, and
executable code.

- In the case of executable files, review and downgrade the source code artdatisfar
the source code to a lowatassified machine for f@ompilation.

- In some cases, the source code will be classified, but the compiled code will be unclassified
as specified in the classification guidance document. After compilation, the executable
should be reviewed with HEX editor software to ensure that no classified information has
escaped the compilation process.

- In the case of binary database files, export the data to ASCII text format, then review and
downgrade the text file for media migrarti.

- Compressed archives should be reviewed and transferred uncompressed.

g. Use the Tar utility to create and write an archive of the source directory to the target media. The
Unix command sequence will be as shown below (the exact command may vary depertldeng
Unix version, machine configuration, and the media used):

h. mt-f /dev/rstO rew.

i. Ensure tape is rewound (not required if using floppy).
j- tar cvf /dev/rstO /directory_name.

k. Create Tar file on tape.

I.  Write-protect the media as soon as the transfers armpgiete.
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m. Verify that the media contains the expected data by printing a directory of the Tar file:
- mt-f /dev/rstO rew.
- Ensure tape is rewound (not required for floppy) tar tvf /dev/rstO | lpr.
- Print directory of file (| [pmay be omitted for orscreen review).
n. The output of the above command should match the contents of the source directory. To verify
that they match, compare the output of the above command with the directory printed by the
following command:

- Is-alR /soure-directory | Ipr (| Ipr may be omitted for oscreen review).

0. Ensure the date, time, and file sizes are as expected. If any unintended data was copied, the target
media must be considered classified and cannot be used for a trusted down load again.

p. Applythe appropriate security classification label to the target media.

g. Create an administrative record of the transfer and maintain with your audit records. The record
must specify the data being released, the personnel involved, and the date.
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Data Transfergent (DTA) Authorization Form

Printed Name: ApplicableSystem Namg)/Contract(s):

Manager Request

| request the above named individual be authorized to perfdata Transferd understand this
process involves both knowledge of classification issugsittention to detail in reviewing
information and following the process for performing a transfer of data. | also understand that
transferring information from a classified environment to an unclassified environment increases
risk of compromising assified information and will instruct authorized employees under my
supervision to perform these actions only when absolutely necessary.

Printed Name:

Signature: Date:

Acceptance of Responsibility

| have attended training and understand both th&giassociated with performing a Data Tranafet
the mechanisms associated with the process. | understand that all media generated from a clas
system must be labeled and handled at the highest level of data on the system unless an-A&T |
Low Pocedure is performed. | understand it is my responsibility to perform this process as outlir
the Data Transfer Procedures

Signature: Date:

ISSM or ISSO Authorization

| certify that the individual identified above has been briefed in the vulnerabilities associated wit
transferring unclassified or lower classified information from an authosizgdm Additionally,
he/she has demonstrated extensive knowledge of allGgpjate security classification guides and
authorized procedures associated with the information downloaded.

AuthorizedAFTFile Formats: ASCII/Text, HTM/HTML, JPEG, BMP, GIF
Specify:
Printed Name:

Signature: Date:

Note: The Data Transfer Ag€BTA) Authorization Form is a templaielustry should modify the
template to comply with any additional and/or contractual requirements.
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APPENDIR CONTINGENCY PLAN PEME
CONTINGENCY PLAN

Introduction

The <Program Name> < System Na@extingency Plan (CP), documents the strategies, personnel,
procedures, and resources required to respond to any short or long term interruption to the system.

Scope

This CP has been developed for <System Name> which is classified as a <toedienate mpact

system for the three security objectives: confidentiality, integrity, and availability. The procedures in this
CP have been developed for a modetlate-low impact system and are designed to recover the <System
Name>within <Recovery Time ObjectiRT(O)> hours. The replacement or purchase of new equipment,
shortterm disruptions lasting less than <RTO> hours, or loss of data at the primary facility or at-the user
desktop levels is outside the scope of this plan.

Note:RTO defines the maximum amouhtime that a system resource can remain unavailable before
there is an unacceptable impact on other system resources and supported mission/business processes.

Assumptions

Instruction A list of default assumptions are listed in this secTio@.assumptits must be edited, revised,
and added to so that they accurately characterize the system described in this plan.

The following assumptions have been made about the <System Name>:
1 The Uninterruptable Power Supply (UPS) will keep the system up and fenritegal number of
seconds/minutes>.
The generators will initiate after <total number of seconds/minutes> from time of a power failure.

Current backups of the application software and data are intact and available at the offsite storage
facility in <CityState>.

The <System Namés>inoperable if it cannot be recovered within <RTO hours>.
Key personnel have been identified and are trained annually in their roles.

Key personnel are available to activate the CP.
Roles and Responsibilities

The <System Nameoles and responsibilities for various task assignments and deliverables throughout
the contingency planning process are depicted in the table below.
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i
Table 1: Roles and Responsibilities

Roles Responsibilities
INFORMATION SYSTEM | The responsibilities of the ISO/PM when a disruption occurs are lig
OWNER/PROGRAM but not limited to the following:
MANAGERSO/PMY, <enter responsibilities>

Disruption Occurs

SYSTEM ADMINISTRAT( The responsibilities of the SA are listed but not limited to thenmitp
(SA) <enter responsibilities>

PROGRAM SECURTY The responsibilities of the PSO are listed but not limited to the
OFFICER (PSO) following:

<enter responsibilities>

INFORMATION SYSTEM | Theresponsibilities of the ISSM/ISSO are listed but not limited to th
SECURITY following:

MANAGER/INFORMATIO| <enter responsibilities>

SYSTEM SECURITY OFH
(ISSM/ISSO)

System Description and Architecture

Instruction:lt is necessary to include a general description of the system covered in the CP. The description
shauld include the Information Technology (IT) system architecture, locations, and any other important
technical considerations.

Provide a general description of system architecture and functionality. Indicate the operating
environment, physical location, ganal location of users, and partnerships with external
organizations/systems. Include information regarding any other technical considerations that are
important for recovery purposes, such as backup procedures. Provide a diagram of the architecture,
including security controls and telecommunications connections.

Contingency Plan Phases

This plan has been developed to recover and reconstitute the <System Nsingea thregphased

approach. The approach ensures that system recovery and reconstitutioss efleperformed in a
methodical sequence to maximize the effectiveness of the recovery and reconstitution efforts and
minimize system outage time due to errors and omissions. The three system recovery phases consist of
activation and notification, recovergind reconstitution.

1. Activation and Notification Phaskctivation of the CP occurs after a disruption, outage, or
disaster that may reasonably extend beyond the RTO established for a system. The outage event
may result in severe damage to the facifitt houses the system, severe damage or loss of
equipment, or other damage that typically results in ltergn loss.

Once the CP is activated, the system stakeholders are notified of a possiterongtage, and
a thorough outage assessment is perfediiior the system. Information from the outage
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assessment is analyzed and may be used to modify recovery procedures specific to the cause of
the outage.

2. Recovery Phas@he Recovery phase details the activities and procedures for recovery of the
affected system. Activities and procedures are written at a level such that an appropriately
skilled technician can recover the system without intimate system knowledge. Té¢gs pha
includes natification and awareness escalation procedures for communication of recovery
status to system stakeholders.

3. Reconstitution The Reconstitution phase defines the actions taken to test and validate system
capability and functionality at the gihal or new permanent location. This phase consists of
two major activities: validating data and operational functionality followed by deactivation of
the plan.

During validation, the system is tested and validated as operational prior to returningaperat

to its normal state. Validation procedures include functionality or regression testing, concurrent
processing, and/or data validation. The system is declared recovered and operational by upon
successful completion of validation testing.

Deactivation inludes activities to notify users of system operational status. This phase also
addresses recovery effort documentation, activity log finalization, incorporation of lessons
learned into plan updates, and readying resources for any future events.

Data Backp Readiness Information

The hardware and software components used to create the <System Name> backups are noted in Table
2.

Table 2: Backup System Components

System/Components Description
Software Used

Hardware Used

Date of Last Backup

Backup Type (Full,
Differential, Incremental)

Alternate Site/Backup Storage Information
Alternate facilities have been established for backup storage and/or restoration of the <System Name> as

noted in Table 3. Current backups of the system configur,adbftware and data are intact and available
at the alternate storage facility.
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Table 3: Primary and Alternate Site Locations

Designation Site Name Site Type (Hot, Address
Cold, Warm,
Mirrored)
Primary Site

Alternate Site

Alternate Site

Activation and Notification

The activation and notification phase defines initial actions taken once a disruption has been detected or
appears to be imminent. The RTO defines the maximum amount of time that the information system can
remain unavailable befe there is an unacceptable impact on other system resources, supported
mission/business processes, and the maximum tolerable downtime. Determining the information system
resource RTO is important for selecting appropriate technologies that are bedtfsuiteeeting the

maximum tolerable downtime. This phase includes activities to notify recovery personnel, conduct an
outage assessment, and activate the CP. At the completion of the Activation and Notification Phase, key
CP staff will be prepared to penfio recovery measures to restore system functions.

Activation Criteria
The CP may be activated if one or more of the following criteria are met:

1 The type of outage indicates <System Namid>be down for more than <RTO hours>
1 The facility housing <Systéfiame>is damaged and may not be available within <RTO hours>

9 Other criteria, as appropriate
Recovery

The recovery phase provides formal recovery operations that begin after the CP has been activated,
outage assessments have been completed (if possiblspneel have been notified, and appropriate
individuals have been mobilized. Recovery phase activities focus on implementing recovery strategies to
restore system capabilities, repair damage, and resume operational capabilities at the original or an
alternate location. At the completion of the recovery phas®ystem Namewill be functional and

capable of performing essential functions.

Sequence of Recovery Operations
Instruction:Modify the following list as appropriate for the system recovery strategy.
The following activities occur during recovery of <System Name>:

9 Identify recovery location (if not at original location)

1 Identify required resources to perform recovery procedures
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Retrieve backup and system installation media
Recover hardware and operagisystem (if required)

1
1
1 Recover system from backup and system installation media
1

Implement transaction recovery for systems that are transadttased

Recovery Procedures

Instruction:Provide general procedures for the recovery of the system from backup media. Specific
keystrokdevel procedures may be provided in an appendix. If specific procedures are provided in an
appendix, a reference to that appendix should be included indtignsdeams or persons responsible for
each procedure should be identified.

The following procedures are provided for recovery of <System Nairttee> original or established
alternate location. Recovery procedures should be executed in the sequencggugsemaintain an
efficient recovery effort.

Instruction:Describe recovery procedures.
Reconstitution

Reconstitution is the process by which recovery activities are completed and normal system operations
are resumed. If the original facility is unree@ble, the activities in this phase can also be applied to
preparing a new permanent location to support system processing requirements. A determination must
be made on whether the system has undergone significant change and will require reassessment and
reauthorization. The phase consists of two major activities: validating successful reconstitution and
deactivation of the plan.

Concurrent processing is the process of running a system at two separate locations concurrently until
there is a level of assamce that the recovered system is operating correctly and securely.

Data Validation Testing

Instruction:Describe procedures for testing and validation of data to ensure that data is correct and up to
date as of the last available backup. Teams or persspsnsible for each procedure should be identified.
An example of a validation data test for a modetatpact system would be to compare a database audit
log to the recovered database to make sure all transactions were properly updated.

Validation dataesting is the process of testing and validating data to ensure that data files or databases
have been recovered completely at the permanent location.

Functional Validation Testing

Instruction:Describe procedures for testing and validation functional pechtional aspects of the
system.

Functionality testing is a process for verifying that all system functionality has been tested, and the
system is ready to return to normal operations.
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Recovery Declaration

Upon successfully completing testing and validation, the <role name> will formally declare recovery
efforts complete, and that <System Name> is in normal operations. <System Name> users and technical
POCs will be notified of the declaration by the <roleew The recovery declaration statement notifies

the stakeholders and management that the <System Name> has returned to normal operations.

Post Reconstitution
Cleanup

Instruction:Describe cleanup procedures and tasks including cleanup roles and réssnsitsert
cleanup responsibilities in Table 4. Add additional rows as needed.

Cleanup is the process of cleaning up or dismantling any temporary recovery locations, restocking
supplies used, returning manuals or other documentation to their origications, and readying the
system for a possible future contingency event.

Table 4: Primary Cleanup Roles and Responsibilities

Roles Cleanup Responsibilities

Backup Procedures

Instruction:Provide procedures for returning retrieved backupstallation media to its offsite data
storage location. This may include proper logging and packaging of backup and installation media,
preparing for transportation, and validating that media is securely stored at the offsite location.

It is important thaall backup and installation media used during recovery be returned to the offsite data
storage location. The following procedures should be followed to return backup and installation media to
its offsite data storage location:

<Enter procedures>

Instruction;Provide appropriate procedures for ensuring that a full system backup is conducted within a
reasonable time frame, ideally at the next scheduled backup period.

As soon as reasonable following recovery, the system should be fully backedaupeandopy of the
current operational system stored for future recovery efforts. This full backup is then kept with other
system backups. The procedures for conducting a full system backup are:

<Enter procedures>
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After Action Reporting

It is importantthat all recovery events be welbcumented, including actions taken and problems
encountered during the recovery and reconstitution effort. Information on lessons learned should be
included in the annual update to the CP. It is the responsibility ofGadbam or person to document
their actions during the recovery event.

Contingency Plan Testing

Contingency Plan operational tests of the <System Name> are perfatieast annuallyA Contingency
Plan Test (CPT) report is documented after each anrsaial te

Instruction: Describe the procedures for the annual contingency plan testing. Include a description of the

required test environment. Operational tests typically include the following:

Restore files from backup tapes.

Verify that backup tapes astored at designated offite locations.

Determine whether data stored on backup tapes is valid and retrievable.

Perform failover testing.

Test the UPS to ensure that it operates correctly in the event of a power disruption;

¢Sad GKS 2FFaAdsS ol O1dzll 9SYR2NNRA RSt AQPSNE NBaLJ
and during nighttime hours
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7. Test to ensure that offsite storage vendor only supplies backup tapes to authorized individuals

8. Test the generators to ensuthat they turn on automatically

9. Perform tabletop exercises to test various possible contingency situations

10. Perform call tree exercises to ensure that employees can be reached in a timely manner.
Instruction:Describe methods used to test CP in thisosec

Contingency Plan Testing Report Template

Instruction:This section should include a summary of the last Contingency Plan Test.
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Table 5: Contingency Plan Test Summary

Test Information Description
Name of Test

System Name

Date of Test

TeamTest Lead and Point
of Contact

Location Where Conducte

Participants

Components

Assumptions

Objectives Assess effectiveness of system recovery at alternate site
Assess effectiveness of coordination among recovery teams
Assess systenfignctionality using alternate equipment
Assess performance of alternate equipment
Assess effectiveness of procedures
Assess effectiveness of notification procedures

Methodology

Activities and Results
(Action, Expected Results
Actual Results)

Post TessAction Items

Lessons Learned and
Analysis of Test

Recommended Changes t
Contingency Plan Based ¢
Test Outcomes

Note: The Contingency Plan Template is intended as a guideline. Industry will need to adjust the
Contingency Plan to meet their specific requirements and comply with any additional and/or contractual
requirements.
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APPENDIXK: INCIDENT RESPONSYNPLEMPLATE
INCIDENT RESPONSWIPL

Introduction

The <Program Name> <System Name> Incident Response Plan (IRP) documents the stratmgies,
procedures, and resources required to respond to any incident affecting the system.

Scope

This IRP has been developed for <System Name> which is classified as a <tooderateimpact
system for the three security objectives: confidentiailitiegrity, and availability.

Roles and Responsibilities

The <System Name> roles and responsibilities for various task assignments and deliverables throughout
the incident response process are depicted in the table below.

Table 1: Roles and Responsibditie

Roles Responsibilities
INFORMATION SYSTEM The responsibilities of the ISO/PM when an incident occurs a
OWNER/PROGRAM MANAGE| listed but not limited to the following:
(ISO/PMY; Incident Occurs <enter responsibilities>
SYSTEM ADMINISTRATOR (S Theresponsibilities of the SA are listed but not limited to the
following:
<enter responsibilities>
PROGRAM SECURTY OFFICE The responsibilities of the PSO are listed but not limited to the
(PSO) following:
<enter responsibilities>
INFORMATION SYSTEM SE®| The responsibilities of the ISSM/ISSO are listed but not limite
MANAGER/INFORMATION the following:
SYSTEM SECURITY OFFICER <enter responsibilities>
(ISSM/ISSO)

Definitions

Event

An event is an occurrence not yet assessed that may affepetf@mance of an information system
and/or network. Examples of events include an unplanned system reboot, a system crash, and packet
flooding within a network. Events sometimes provide indication that an incident is occurring or has
occurred.

Incident

Anincident is an assessed occurrence having potential or actual adverse effects on the information
system. A security incident is an incident or series of incidents that violate the security policy. Security
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incidents include penetration of computer systesllages, exploitation of technical or administrative
vulnerabilities, and introduction of computer viruses or other forms of malicious code.

Types of Incidents
¢tKS GSNY GAYOARSYy(é¢ SyO2YLI adaasSa (GKS F2ftf2¢Ay3 ISy

Data Desuction or CorruptionThe loss of data integrity can take many forms including changing
permissions on files so that they are writable by-povileged users, deleting data files and or programs,
changing audit files to covap an intrusion, changing configuration files tthatermine how and what
data is stored and ingesting information from other sources that may be corrupt.

Data Compromise and Data Spillata compromise is the exposure of information to a person not
authorized to access that information either througiachnce level or formal authorization. This could

happen when a person accesses a system he is not authorized to access or through a data spill. Data spill
is the release of information to another system or person not authorized to access that information,

though the person is authorized to access the system on which the data was released. This can occur
through the loss of control, improper storage, improper classification, or improper escorting of media,
computer equipment (with memory), and compugemerated output.

Malicious CodeMalicious code attacks include attacks by programs such as viruses, Trojan horse
programs, worms, and scripts used by crackers/hackers to gain privileges, capture passwords, and/or
modify audit logs to exclude unauthomizactivity. Malicious code is particularly troublesome in that it is
typically written to masquerade its presence and, thus, is often difficult to deteete@aifting

malicious code such as viruses and worms can replicate rapidly, thereby makimgremitan

especially difficult problem.

Virus AttackA virus is a variation of a Trojan horse. It is propagated via a triggering mechanism (e.g.,
event time) with a mission (e.g., delete files, corrupt data, send data). Ofteemieihting, the malicics
program segment may be staatbne or may attach itself to an application program or other executable
system component in an attempt to leave no obvious signs of its presence.

Worm AttackA computer worm is an unwanted, sedplicating autonomous press (or set of

processes) that penetrates computers using automated hacking techniques. A worm spreads using
communication channels between hosts. It is an independent program that replicates from machine to
machine across network connections often cloggietworks and computer systems.

Trojan Horse Attaclk Trojan horse is a useful and innocent program containing additional hidden code
that allows unauthorized Computer Network Exploitation (CNE), falsification, or destruction of data.

System Contaminatio Contamination is defined as inappropriate introduction of data into a system not
approved for the subject data (i.e., data of a higher classification or of an unauthorized formal category).

Privileged User Misuskrivileged user misuse occurs whenusted user or operator attempts to
damage the system or compromise the information it contains.

Security Support Structure Configuration Modificat®oftware, hardware and system configurations
contributing to the Security Support Structure (SSS) ateotled since they are essential to maintaining
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the security policies of the system. Unauthorized modifications to these configurations can increase the
risk to the system.

Note: These categories of incidents are not necessarily mutually exclusive.
Incident Response

<Program Name> shall follow the incident response and reporting procedures specifiezbrutitg

plan Upon learning of an incident or a data spillage, the ISSM will take immediate steps intended to
minimize further damage and/or regain tady of the information, material or mitigate damage to
program security.

Instruction:Provide an overview of your facility's incident response and reporting procedures.
Incident response will follow the following six steps:

1. Preparatiorc one of the most important facilities to a response plan is to know how to use it once it
is in place. Knowing how to respond to an incident BEFORE it occurs can save valuable time and effort
in the long run.

2. Identificationc identify whether or not an incident has occurred. If one has occurred, the response
team can take the appropriate actions.

3. Containment; involves limiting the scope and magnitude of an incident. Because so many incidents
observed currently involve meitbus code, incidents can spread rapidly. This can cause massive
destruction and loss of information. As soon as an incident is recognized, immediately begin working
on containment.

4. Eradicatiorg removing the cause of the incident can be a difficult pgeck can involve virus
removal, conviction of perpetrators, or dismissing employees.

5. Recovery restoring a system to its normal business status is essential. Once a restore has been
performed, it is also important to verify that the restore operati@swuccessful and that the system
is back to its normal condition.

6. Followup ¢ some incidents require considerable time and effort. It is little wonder, then, that once
the incident appears to be terminated there is little interest in devoting any mimm t&f the
incident. Performing followp activity is, however, one of the most critical activities in the response
procedure. This followup can support any efforts to prosecute those who have broken the law. This
includes changing any company politied may need to be narrowed down or be changed
altogether.

Incident Response Training
All Program personnel will receive incident response training at least annually and a record of the training

will be maintained. This training can be integrated intaotberall program specific annual security
awareness training.
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Table 2: Roles Incident Response Worksheet

SECURITY INCIDENT REPORT SECH@INIdformation
Report Classification:

Report No.: Report Organization:

Report Date: Report Typdinitial, final, status):
Report Generated By: Date: Time:
Title: Telephone: E-mail:

Signature:

SECTIONJPOC Information

Incident Reported By: Date: Time:
Location: Telephone: E-mail:

Signature:

PSO/ISSM Notified (Name): Date: Time:
Location: Telephone: Email:

Signature:

DCSAotified (Name): Date: Time:
Location: Telephone: Email:

Method of Notification:

IO Notified (Name): Date: Time:
Office: Telephone: Email:

Method ofNotification:

SECTION@ncident Information

Incident: Time of Incident: Ongoing?
Incident Facility Name: Incident Facility Location:

Affected Computer Systems (Hardware and/or Software):

Classification of Affected Computer Systems:

Physical Location of Affected Systems:

Connections of Affected Systems to Other Systems:

Type of Incident (Data Destruction/Corruption, Data Spill, Malicious Code, Privileged User Misuse,
Support Structure Configuration Modification, System &uirtation, System
Destruction/Corruption/Disabling, Unauthorized User Access, qthlease identify):

Suspected Method of Intrusion/Attack:

Suspected Perpetrators or Possible Motivations:

Apparent Source (e.g., IP address) of Intrusion/Attack:

Apparent Target/Goal of Intrusion/Attack:

Mission Impact: Success/Failure of Intrusion/Attack:

Attach technical details of incident thus far. Include as much as possible about the Detection and
Identification, Containment, Eradication, and Recogeitgps taken (with date/time stamps), persons
involved, files saved for analysis, etc.
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CLASSIFIED SPILL CLEANUP PROCEDURES

Classified Spills (also known as contaminations) occur when classifiedrdedgdused to an unclassified
computer system or a system authorized at a lower classification. Any classified spill will involve an
Administrative Inquiry (Al) for the facility concerned (Relatedr@ls: IR9 and IR9(1)) When a classified
spill occursSTOP PROCESSINGIOTdelete/copy anything and disable all involved user accounts as
soon as possibl&lotify your assigneBefense Counterintelligence and Security AgeDG5@
representative immediately.

Coordination

Employees or security managersoveport the discovery of classified information on unclassified or

lower classified systems are not to delete the classified data, but to isolate the systems and contact the
cognizantacility Security OfficeF$Q), Information System Security Manag&SN or Information

Sysetms Security OfficéBEQimmediately. Caution should be taken when discussing such incidents over
unsecured telephones so as not to further endanger any classified information that may be at risk on
unclassified systems.

The iniial report should include the following (if known):
a. Origination of data/message: Facility, location, point of contact
b. Other facilities involved: Facility, location, point of contact
c. Method of transmission

d. All equipment involved: Servers (Redundant Asfdgidependent Disks (RAID) or single),
workstations, notebooksmail servers, mobile devices, etc.

e. Specify: Remote dial or network connection

f. Location of all equipment

g. All Operating Systems involved

h. Number of people involved (Identify the employeeafs] include clearance level)
i. Status of backups (if applicable)

j- Availability of audit logs to determine access

k. Current status of all equipment involved

I. Data owner notification

m. Customer information:

o Name
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o Point of Contact
o Phone numbers
o Email address
n. IRP
Wiping Utility

Hard drives involved in a classified spill should be wiped using a National Security Agency (NSA) or National
Information Assurance Program (NIAP) approved product. If one is unavailable, any commercially available
wiping utility that meetshe following requirements may be used:

a. If wiping whole disks, it must be able to wipe the entire drive (e.g., partition tables, user data,
operating systems and boot records).

b. If wiping whole disks, it must be able to wipe Device Configuration Over@yH{id@en sectors
if Advanced Technology Attachment (A Alisks are being used.

c. If wiping whole disks, it must be able to wipe a Host Protected Area (HPA).

d.  Must be able to sanitize by overwriting with a pattern, and then its complement, and finally with
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successfully completed.

e. Must be able to verify the overwrite procedurerapdomly rereading (recommend 10% if
possible) from the drive to confirm that only the overwrite character can be recovered. If not, the
use of an additional utility to accomplish this is acceptable.

f. Must be able to print the results of the overwritingeoation showing any bad sectors or areas of
the disk that could not be written to (if there are any bad sectors or blocks the disk must be
destroyed or degaussed).

g. If utilizing cloud services, third party providers, or dynamically allotted storage anea ket
ensure procedures or Service Level Agreements (SLAS) aligimewaitithorized securitplan

Cost Analysis

It is suggested that the company perform a cost analysis before using the option of wiping hard drives.
Wiping can take many hours to perfoamd it may be more cost effective to dispose of hard drives by
degaussing or destruction. NIST SRE)Guidelines for Media Sanitizati@an provide some assistance

in this regard.

Additional Precautions
The hard drive may not be the only storage raédia system. Beware of CDs and Digital Versatile Disks

(DVDs) in optical drives, tapes in tape baakuips, thumb drives/compact flash drives, BIOS passwords,
printing devices, and network storage devices. Include relevant documentation when a syspd is
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and then transferred from one department or division within the same company to another. Desktops
and laptops aren't the only systems that need sanitizing. Mobile computing devices may also contain
sensitive information such as passwords or confidedata.

Appropriately Cleared Team

It is essential that all persons who participate in the cleanup have the appropriate clearance/access to
account for unexpected exposure to classified informatibtieared personnel involved in a data spill
will be lequired to sign a standard natisclosure agreement.

Protection of Classified Data and Hardware

The cognizant ISSM will interview all appropriate persons to determine the extent of the contamination
and to recover any hardcopy or media copies of the ilegsnformation. Any contaminated systems

such as printers or other peripherals with memory that cannot be readily sanitized will be moved into a
controlled area until they can be cleaned. Backup media and devices that are determined to contain
potential classified material must be identified and secured appropriately until they can be sanitized.

Transitory Devices

Data that is transmitted through transitory network devices such as mail hubs, routers, etc., is constantly
overwritten through normal networtperations. Therefore, sanitization procedures are applicable only
to the sending and/or receiving network servers and client workstations.

References
The following references will assist with the development dfeident Response Ptan

1 National Institute of Standards and Technology (NIST) Special Publica®9-8R)Guidelines
for Media Sanitization

1 NIST SP 86&1, Computer Security Incident Handling

1 Committee on National Security Systems Instruction (CN&SIPO1National Instuction on
Classified Information Spillage

1 Committee on National Security Systems Policy (CN8SHEj,National Policy on Classified
Information Spillage

1 CNSSP No. 26ational Policy on Reducing the Risk of Removable Media for National Security
Systems

Responsibilities

All 1 Immediately communicate to each other any reports-ofal security incidents or
Personnel classified contaminations

9 Participate in and support security incident meetings and response efforts
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h. » ;
Role Responsibilities

1 Assess the risks of tlsentamination and follow any special guidelines of the 10
(customer)

1 Assign appropriately cleared individuals to participate in the cleanup effort

FSO 1 The originating facility FSO of the contamination will act as the incident lead
Notify applicablésovernment agencies of the security incident

Determine the security classification level of the data and confirm the appropri
cleanup procedures

Identify the sender/receiver(s) of the classified information
Request cleanup assistance by appropriatelgred technicians

Contact the appropriate security official at any distant locations where the
contamination was received or from where it originated

1 Notify company officials of the incident and the planned cleanup effort

ISSM/ 1 Assess the extent of contamination and plan cleanup actions

ISSO Conduct cleanup of contaminated systems and any peripherals using cleared

personnel. Spills at all classification levels will be cleaned up following IRP

procedures authorized in treecurity pla. 10 approval either prior to (preferable)
or after the spill occurs (the 10 may require destruction) is required. If the IO d
not answer within 30 days it will be taken as a concurrence with the procedure

1 Report vulnerabilities, cleanup actions, amg other pertinent information tdCSA
Representative

9 Protect and isolate any contaminated systems from further compromise
Coordinate storage/transport of classified material or other evidence
5SGSNXY¥AYS AT GKSNBE ¢ & & oidd@iyher owrR R NE
account

1 Determine if the contamination was distributed via other paths such as print, ft
electronic media, server storage, etc.

1 Determine if recipient accounts have usenfigured rules for autéorward, aute
save or other special instrtions

1 Determine if user based local backups contain spill data (e.g., backup of PSTs
external removable media, etc.)

1 Investigate possibility of proxy accounts, mobile computing device access, ren
FOO0Saa FyR Fye 2{KSNhtadgnatédaaduds 6 F S S H

T Isolate any contaminated assets of the sender/receiver
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g
APPENDIX MEDIA SANITIZATION

Media Sanitization

Media sanitization decisions occur throughout the system life cycle. Factors affecting information
dispositonandmedia I YAGAT F GA2y NS RSOARSR | The giidafice a i I NJi
below does not capture all forms of mediadustry must follow guidance provided by théormation

Owner (O). Please reference additionidhtional Security Agendy{$Aresources on NSA's Media
Destruction Guidance websitettps://www.nsa.gov/resources/everyone/meeliastruction/

Before storage media is released out of organizational contraniecobsolete, or is no longer usable
or required for a system, it is a requirement to ensure that residual magnetic, optical, electrical, or other
representations of data which have been deleted are not recoverable.

Sanitization is the process of removinfprmation from storage devices or equipment such that data
recovery using any known technique or analysis is prevented. Sanitization includes the removal of data
from the storage device, as well as the removal of all labels, markings, and activity logs.

Destruction is the process of physically damaging media so that it is not usable and there is no known
method of retrieving the data. This may include degaussing, incineration, shredding, grinding, embossing,
chemical immersion, etc.

All sanitization andestruction procedures requirkuthorizing Official{O approval. Organizations may
also institute additional media sanitization policies and procedures as needed.

Responsibilities

Organizations are responsible for ensuring adequate resources and equgmmanailable to support
media sanitization activities.

Thelnformation System Security Managk3SNlis responsible for the security of all media assigned
under his/her purview. To protect these assets, he/she must ensure proper security measures and
policies are followed. Additionally, the ISSM, with AO approval, may puBliahdard Operating
Procedure (SOR)r sanitizing, and releasing system memory or media.

Ensure appropriate safeguards are in place so removable media that contains class#itide,sor
controlled unclassified information are properly sanitized, destroyed, and/or disposed of in accordance
with an approved method when no longer needed.

Sanitization of Media

Prior to media disposal, release out of organizational control,@aselfor reuse, organizations will

sanitize all media using sanitization mechanisms with strength and integrity commensurate with the
classification or sensitivity of the information.

All media, regardless of classification, will be sanitized in accond@hdee procedures outlined in the
security plarprior to release, or disposal.
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Degaussing Magnetic Media
Degaussers are ineffective in erasing optical and solid state storage devices.

Degaussing (e.g., demagnetizing) is a method of sanitization. Biegassa procedure that reduces the
magnetic flux on media virtually to zero by applying a reverse magnetizing field. Properly applied,
degaussing renders any previously stored data on magnetic media unreadable and may be used in the
sanitization proces®egaussing is not an approved method for sanitizing optical media.

It is highly recommended that after degaussing, but prior to disposal, all media is physically damaged to
prevent data recovery attempts.

WSFSNI 2 GKS b{! Q& ¢ g§idandeinudifig2heluréiriated FRdBlEcES N&izO G A 2 v
(EPL)The EPL specifies the model identification of current equipment units that were evaluated against

and found to satisfy the requirements for erasure of magnetic storage devices that retaiivesensit

classified data.

Sanitizing Optical Media (Destruction)

Optical storage devices includempact disksGD3 anddigital versatile disk®{¥D3. Optical storage

devices cannot be sanitizeonly destroyed. Refer to N&&htral Security Service (CB&8jcy Manual 9

12 for detailed procedures related to the sanitization of optical media. Equipment approved for use in the
destruction of optical media can be found in the NSA/CBf81EBptical Destruction Devices.

Sanitizing Solid State Storage De\iPestruction)

Solid state storage devices include Randaecess Memory (RAM), Read Only Memory (ROM), Field
Programmable Gate Array (FPG#jart cards, and flash memory.the drive is to beepurposed an

SSD can be cleared utilizMational Instituteof Standards and Technology (NIST) Special Publication (SP)
800-88 procedures for reuse in a collateral environment dstijizing a wiping utility does not suffice in
sanitizing solid state driveRefer to NSA/CSS Policy Manub2 9or detailed procdures related to the
destruction (e.g., smeltingf solid state storage devices.

Release of Systems and Components

The ISSMhformation System Security Offi¢¢SQ) Ay O2y2dzy OlA2y SAGK (GKS 2N
custodian will develop equipment remal procedures for systems and componefitsese procedures
will be included in theecurity planWhen such equipment is no longer needed, it can be released if:

1 It is inspected by the ISSM/ISSO. This inspection will assure that all media, inclotinggedll i
disks and notvolatile memory components and boards, have been removed or sanitized.

1 A record is created of the equipment release indicating the procedure used for sanitization and

date of release to the equipment custodian. The record of relediseanetained by the
ISSM/ISSO for a period of two years.
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Release of Memory Components and Boards

A memory component is considered to be the Lowest Replaceable Unit (LRU) in a hardware device.
Memory components reside on boards, modules, sutthssemblies. A board can be a module, or may
consist of several modules and subassemblies. Memory components are specifically handled as either
volatile or nonvolatile, as described below.

Volatile Memory Components

Memory components that do not retaftata after removal of all electrical power sources, and when
reinserted into a similarly configured system, are considered volatile memory components. Volatile
components that have contained extremely sensitive or classified information may be relegsed onl
accordance with NSA/CSS Policy Mariial 9

Nonvolatile Memory Components

Components thatetain data when all power sources are discontinued arevatatile memory

components. Some nevolatile memory components (e.g., ROM, Programmable ROM (P&ROM),

9N} & o6fS twha 69twhao0 FYyR GKSANI @GFNAIFyda GKFG KU
manufacturing facility and are considered to be unalterable in the field may be released. When in doubt,
assume the component can be altered. All other-malatile components (e.g., removable/non

removable hard disks) may be released after successful completion of the sanitization procedures as

defined in thesecurity plan

Other Nonvolatile Media
Visual Displays

There are many types of video display tecbgigls in use. These technologies are susceptible, to differing
RSANBSaz (2 | LKSWa¥E-Hyae)ddn thé mifmallg \oldiddfomponents of the
display mechanism becomes worn or damaged and retain evidence of the data they weyadispla

visual display may be considered sanitized if no sensitive or classified information remains in the visual
display. If this information is visible on any part of the visual display face, the display will be sanitized
before it is released from cawi.

The display technology in common use is liquid crystal display (LCD). When powered for a long period in
the rotated position, a liquid crystal may retain some of its twist and will not relax to its normal
orientation. This is referred to as buamewen though it is physically twist. This burdn is not typically a
problem for LCD displays that do not display an image for days on end. If L&D<suspected, the

ISSM will uniformly illuminate each pixel of the display then visually searonti@stng areas that

reveal information. Vary the intensity across the range of off to saturation for each color (red, green, and
blue).

LCDs with compromising buimareas identified during assessment can normally be sanitized by leaving
the device offor a few days in a warm (<140 degrees Fahrenheit) environment until the liquid crystals
relax. If this is insufficient then the display should be alternated between long periods of full white and
full black until the liquid crystals relax. If all thiggsifficient or the display is strongly suspect, then the
liquid crystal medium in the offending area of the display between the front and rear LCD plates must be
disturbed or removed. The liquid crystal medium is-taic but messy.
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Actual burrin can ocur in legacy cathode ray tube (CRT), plasma, and laser phosphor displays. Where
bright images are displayed for long period of time in the same location, the screen phosphors overheats
and the image is permanently burred The ISSM will inspect the fadehe visual display without

power applied. If sensitive information is visible (typically as a dark spot), the visual display will be
sanitized before releasing it from control. If nothing is visible, the ISSM will apply power to the visual
display, the vary the intensity from low to high.

In accordance with NSA/CSS Policy Mantid] €RTs and plasma monitors exhibiting frusill be
sanitized by destroying the display surface of the monitor into pieces no larger than five centimeters
square. Be awarof the hazards associated with physical destruction of monitors.

Light Emitting Diode (LED) displays (not LCDs with LED illumination) use a LED per pixel color and may
have burnin when LEDs overheat and fail. LED displays are typically used in sighageoa desktop
displays. Destruction will be sufficient to preclude the derivation of sensitive or classified information
from the arrangement of the inoperative LEDs.

Printer Platens and Ribbons

Printer platens and ribbons will be removed fronpafiters before the equipment is released. Qimee
ribbons and inked ribbons will be destroyed as sensitive material. The rubber surface of platens will be
sanitized by wiping the surface with alcohol.

Laser Printer Drums, Belts, and Cartridges

Laser priter components containing ligisensitive elements (e.g., drums, belts, and complete cartridges)
will be sanitized before release from control. Used toner cartridges from properly operating equipment
that has completed a full printing cycle (without intgrtion) may be treated, handled, stored, and
disposed of as unclassified and may be recycled. When a laser printer does not complete a printing cycle
(e.g., a paper jam or power failure occurs), the toner cartridge may NOT be treated as unclassified. If th
toner cartridge is removed without completing a print cycle, the cartridge drum must be inspected by
lifting the protective flap and viewing the exposed portion of the drum. If residual toner is present,
manually rotating the drum is sufficient to wipk i@sidual toner material present. Alternatively, a
subsequent print cycle may be completed and is sufficient to wipe residual toner from the cartridge
drum. After completing sanitization actions, the toner cartridge may be treated, handled, stored, and
disposed of as unclassified (to include recycling).

Multifunction Devices (MFDs)

MFDs, including digital copiers and copier/printer centers, have the capability to copy, print, scan, and
fax, either in a standalone mode or networked. These devices are tmripged, networlcapable

devices with processors, memory, hard drives, image retention components, and in some cases, cellular
phone transmitters with vendor awalert features. When using multifunctional printer/copier

equipment, the document image megmain on the imaging drum/belt, hard drives, and static RAM. All
memory resident components of MFDs must be properly sanitized before release.
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e
Destroying Media

Destruction procedures must be detailed in eeurity planMedia and memory componentsathare
damaged, malfunction, or become unusable must be destroyed using methods appropriate for the media

type.

Media Sanitization Matrix

MEDIA CLEAR SANITIZE

Magnetic Tape

Type | a b I

Type Il a b I

Type 1l a b I

Magnetic Disk

Bernoulli a

Floppy a
Non-Removable Rigid Disk

(ol oI eI el

Removable Rigid Disk a
Optical Disk
Read Many, Write Many c I

Read Only I {m
Write Once, Read Many (WORM) I |m
Memory

Dynamic Random Access Memory, c c
(DRAM) g 9

Electronically Alterable
Programmable Read Only Memd h i
(EAPROM)

Electrically Erasable PROM
(EFPROM)

Erasable Programmable ROM
(EPROM)

Flash EPROM (FEPROM) h c h I h then ¢
Programmable ROM (PROM) c I

i c kil k then c

Magnetic Bubble Memory c a c I

Magnetic Core Memory c a d I

Magnetic Plated Wire c e I cande

MagneticResistive Memory
Nontvolatile RAM (NOVRAM) c c I
Read Only Memory (ROM) I
Synchronous DRAM (SDRAM) clg c g I

Static Random Access Memory c c |
(SRAM) 9 9
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MEDIA CLEAR SANITIZE
Other Media
Video Tape I
Film I
Equipment
Monitor g p
Impact Printer g o] otheng
Laser Printer g n nthen g

Instructions for reading the matrix:

A letter in black in the above table indicates the procedure is a complete, single option. For example, to
sanitize EEPROM: Perform either procedure f or | (refer to indices below) and the media/memory is

completely sanitized. Highlighted letters indicate the procedures must be combined for a complete

AL yAGATFGA2Y® C2NJ SEIFYLXSY G2 alyAGAT S + [ F&SNI t N

Note:When a combination of two procedures is required, theiffht hand column indicates the order
2F GKS LINRPOSRdzZNBa oS3y a2 GKSy 3F£oo
Matrix Index:
a. Degauss with Type I, Il, or lll degausser.
b. Degauss with same Type (I, Il, or Ill) degausser.
c.  Overwrite all addressable locations with a single character utdiziagproved overwrite utility.
d.  For spills only, overwrite with a pattern, and then its complement, and finally with another
dzy Of F aaAFASR LI GGSNY o0Soe3dsr annmmanmnmé F2ff246S
[considered three cycles]). Sanitinatis not complete until three cycles are successfully
completed. Once complete, verify a sample. If any part could not be written to the disk, the disk

must be destroyed or degaussed. This option does not apply to disks used on a system accredited
for classified processing.

e. Each overwrite must reside in memory for a period longer than the classified data resided.

f. Overwrite all locations with a random pattern, then with binary zeros, and finally with binary ones
utilizing an approved overwrite utility.

g. Remwe all power (to include battery power).
h. t SNF2NY | FdzZ f OKALI SNIYAS LISN) YIydzZFl OlGdzZNBENDR& R
I Perform h above, then c above, a total of three times.

o tSNF2NXY Iy dzf NI @A2fSG SNI &S I O0O2NRAYy3I G2 YI yd
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k. Perform j above, but increatiene by a factor of three.

l. Destruction.

m.  Destruction is required only if the classified information is contained.

n. Run 1 page (font test acceptable) when print cycle not completed (e.g., paper jam or power
failure). Dispose of output as unclassified ifalisxamination does not reveal any classified
information.

0. Ribbons must be destroyed. Platens must be cleaned.

p. Inspect and/or test screen surface for evidence of bhaiinformation. If present, screen must be
destroyed.
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APPENDIX MOBILITY SYSTEM PLENIPLATE
MOBILITY SYSTEM PLAN
For the Movement of a Classified System:
Facility
Address
City, State Zip Code

Date of Mobility System Plan
Revision Number

A. Introduction

This plan outlines the procedures for the transporting of classified system equipment between [Facility]
and various sites as listed in the Mobility System Plan (provided as a supporting artifasetmutitg

plan).

B. Description of Equipment

Equipment consists of computers, components, and test equipment to be used in support of field tests,
flight test, customer reviews, and meetings.

Instruction:Provide a list of equipment.
C. Identification of Participating Government and Cleared Comti@epresentatives
i Facility
1 Name ofinformation System Security ManagiSSN
1 Address
1 Contact information
1 LocalDefense Counterintelligence and Security Agency (OR&prosentative
i System Name
i Address
1 Contact information
D. Movement

Movement of the equament will originate from [Facility]. Equipment will be transported to various sites

listed inthe Mobilityf @ aGSY tflyd ¢KS az2o0AtAde {&adSY tftly oAt
physical environment. The ISSM will notify @S /ARepresentative ior to movement of the system to
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e

or from any offsite location. All equipment will be shipped either as classified at system authorization
levelor downgraded to an unclassified state, security seals affixed. All remaining classified components
will be pioperly shipped or hand carried.

E. Notification of Transportation

The ISSM will be notified of the upcoming movement as early as possible. The following information must
be provided:

i Program name
1 Classification

1 Will the shipment contain hazardous materil®o, provide a Material Safety Data Sheet (MSDS)
or an Intent to Hand Carry letter from the customer.

1 Size and weight of equipment

1 Who owns the equipment? Is it Government Furnished Equipment (GFE)?
F. Hand Carry (Courier)
This must be authorized by thacility Security Officef§$Qand/or designated security representative.
Each courier must be identified by name, title, as well as the name of the program being supported. Flight
itinerary and vehicle rental information stibe provided. Couriers must be cleared at the appropriate
level and be thoroughly briefed on their security responsibilities. Each courier will be issued a Courier
ldzOK2NRT FGA2yé YR gAff 0SS LINPOARSR SYSNHSyOe (St
G. Responsibilities of aving Facility
The recipient organization must notify the dispatching organization and [Facility] of the following:

9 Security relevant problems that occur.

9 Discrepancies in the documentation or equipment.
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